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sFlow version 5 Information:

Agent Information:

IP Address: 103.%G. "%,
Address family: IPv4
Vpn-instance: NA

collector Information:

Ccollector ID: 1
IP Address: 58.-1 1.1/ %.
Address family: IPv4
Vpn-instance: NA
Port: 2065
Datagram size: 1400
Time out: NA
Description: sflow

collector ID: 2
IP Address: 221.7/4 8!
Address family: IPv4
Vvpn-instance: NA
Port: 6352
Datagram size: 1400
Time out: NA
Description: JiDanTu

Port on slot 1/5 Information:
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Interface: XGE1/6/0/3
Flow-sample collector: NA Counter-sample collector : 1,2
Flow-sample rate(1/x): 512 Counter-sample interval(s): 2
Flow-sample maxheader: 128

Flow-sample direction:

Port on slot 2/6 Information:

Interface: XGE2/6/0/5
Flow-sample collector: NA Counter-sample collector : 1,2
Flow-sample rate(1/x): 512 Counter-sample interval(s): 2
Flow-sample maxheader: 128
FF10w—s§mp1e direction: IN,OUT_
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"114.80.200.9": T 47T
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type =>
command

type =>
command

type =>
command

"sflow"
=> "/var/scripts/sflowtool-wrapper.sh -1 -p 6343"

"sflow"
=> "/var/scripts/sflowtool-wrapper.sh -1 -p 6344"

"sflow"
=> "/var/scripts/sflowtool-wrapper.sh -1 -p 6345"
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filter {
## Sflow Monitor
if == [type] {
grok {

match => [

}

translate {
field =>
destination =>
dictionary_path =>
refresh_interval => 86400
3
translate {
field =>
destination =>
dictionary_path =>
refresh_interval => 86400
add_field => { =>
ks
translate {
field =>
destination =>
dictionary_path =>
refresh_interval => 86400
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k'b 51,172 hits New Save Open Share £ O Last1hour >
a a Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax
@ Discover Add a filter +
Visualize docker-service-order- = 2018-01-10 15:05:01 - 2018-01-10 16:05:01 — Auto =
@®  Dashboard Selected Fields -
@ Timelion ? L
Dev Tools . . Y 500
,’ Available Fields & o
o M g @timestamp
15:10 15:15 15:20
a Management t @version o o o . .
time per minute
t _id
Time _source
t _index
v 2018-01-10 16:04:59 pegsage: {"log":"order renew finish order_title:eip\n","stream":"stdout","attrs":{"image":"service-order"},"time":"2018-01-10T08:04:59.890269672"} @version: 1
¢ _score
- @timestamp: 2018-01-10 16:05:00 host: mesos-slavel®6 stream: stdout time: 2018-01-10 16:04:59 service name: service-order container_id: f333158fSbde8a4b3b87135cf
t _type de4aa7f3ed882d1e311652ceba75c0c2f387135 app_env: prod _id: AWDfGdaER4g13FQD]-S9 _type: logs _index: docker-service-order-2018.01 _score: -
t app_env
t container_id Table JSON HEHSUID 8 < mocume
& host etimestamp @ Q@ (D % 2018-01-10 16:05:00
t log level t @version QQM* 1
¢ message _id Q@ Q M # AWDfGdaER4gL3FQDI-S9
t service_name _index QM docker-service-order-2018.01
_score o -
t stream
X _type QM logs
time
app_env Q Q@ * prod

container_id @ Q@ (D % f333158fSbde8a4b3b87135cfde4aa7f3ed882d1e311652ceba75c0c2f387135

host @am#*(resosslavervs | REEAMEMN

message @ Q@ * {"log":"order renew finish order_title:eip\n","stream":"stdout","attrs":{"image":"service-order"},"time":"2018-01-10T08:04:59.89026967Z"}
stream Q Q @ * stdout

time Q Q (@ % 2018-01-10 16:04:59



Table JSON View surrounding docur

O @timestamp @ Q M % 2017-12-01 23:59:59
t query
t _id QD AWASZ1Y-M5YQLkgNxbo3
o TR + _index Qam packetbeat-mysql-2017.12
t server score - _
o s t _type QQm* mysql
t beat.hostname @ Q M * mysql-master
t beat.name @ Q [ * mysql-master
t beat.version QQ[@* 5.4.0
bytes_in Q Q@ * 472
# bytes_out QQmM* 14
t client_ip @am HATEF i
t client_port Q Q @M * 50387
t client_proc Q Q@ *
t client_server Q Q@ *
t direction QQ* in
amefomE ) wysaile
t method Q Q@ M % INSERT
mysql.affected_rows @ @ M * 1
mysql.error_code QQ@M* 0
t mysqgl.error_message @ Q@ (0 *
t mysql.insert_id Q Q @M * 605501
O mysql.iserror Q@ Q @M * false
t mysql.num_fields Qamd* o
t mysql.num_rows QQ@M* 0
t path Q Q@D *
t port Q Q M * 3306 ﬁl,/_\ﬁ"j
t proc aam* 71a"m
t query Q@ Q (@ * |insert into Res_SysEmail(Title,EmType,Content,Templateld,addResSee,BccEmail,RegularlySentTS,SentId, CreateUserld,CreateTs,isSend,CcEmail,OrderId, CustomerId,F

ailedsendem) values ('HUESTIASRE (FUERRSHVURTENSRICR', "noreply’, 'Id:10485ERS: 104<br/>1d:8718HIEMS: 108<br/>Id: 136664454 S: J08<br/>",null, 'wang
cg@51idc.com;chengl1®51idc.com’ ,null, '2017-12-2 0:0:0',null,1,'2017-12-2 0:0:0",1,null,null,null,null)

responsetime QQ@M* 0
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Nginx Dashboard

Dashboard for Nginx logs

Simple dashboard for exploring & visualizing web traffic by
analyzing nginx logs. This dashboard is included as a part of
the Getting Started with ELK repo on Github.

et e in the dashboard include:

© Number of total & unique visitors
© Map show web traffic from various locations
o Pie chart of traffic by operating systems

Unique Visits

HITIPIHIEIE
Total Requests

HTTPIER B8

1,070

Traffic by Country & OS

Traffic vs. Location

Total Requests by City
i HPPTIERE
Shanghai 353
Guangzhou 251
Petaling Jaya
Nanjing
Wuhan
Xi'an
Kuala Lumpur
Zhengzhou
Suzhou

Taiyuan

Dashboard

s iy
@®

@ 289 -361

@ Shanghai

® Guangzhou

@ Petaling Jaya
Nanjing

® Wuhan
Xi'an
Kuala Lumpur

@ Zhengzhou

@ Suzhou

@ Taiyuan

@ Shenzhen

@ Chengdu

® Changsha

® Kunshan

® Hangzhou

® Windows 10
® Windows 7
@ Windows 8.1
@ Windows 8
®i0510.3.1
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/ / Elasticsearch Il 10seconds € O Last1hour >

Indices Nodes

Overview

Nodes: 5 Indices: 162 Memory: 27GB/55GB  Total Shards: 1573  Unassigned Shards: 0 Documents: 3,647,355,188 Data: 3TB  Uptime: 4 months  Version: 5.6.0 Health: @ Green

Search Rate (/s) Search Latency (ms)

Total Shards 4.93 /s

Search Latency 0.62 ms

Indexing Rate (/s) Indexing Latency (ms)

ANVALA N A ALA e o NN AN A A

Total Shards 498.77 /s

@ Primary Shards 249.4 /s ndexing Latency 0.38 ms

B / Elasticsearch n / / Blasticsearch B 10seconds < Olast1hour >

Overview Indices Nodes Overview Indices Nodes

Nodes:5 Indices: 162 Memory: 28GB /55GB  Total Shards: 1573  Unassigned Shards: 0 Documents: 3,647,361,970 Data: 3TB  Uptime: 4 months  Version: 5.6.0 Health: @ Green
Nodes: 5 Indices: 162 Memory: 27GB /55GB  Total Shards: 1573  Unassigned Shards:0  Documents: 3,647,358,014 Data:3TB  Uptime: 4 months  Version: 5.6.0
. ) Nodes  iter sofs
Indices i 200f145 O Show system indices Namels sits cruusge Losa verage i ermery sk reespace saras
Name Status |2 Document Count Data Index Rate Search Rate = elastic-101 R .
et ® Online 133 %1% 2.24 1" 48%1T 315
docker-service-order-2017.09 22.4m 12.2 GB 0/s 0/s
= clastic] @ Online 1.67 %1 1.51 136m 50 % T4 1.0 TBT%Rm 315
oyl O 1.9 KB 0 /S O/S elastic-103 233% 2 178
clastic-t  Oniine 1.33 %1300 1.521% 51 % %um 1.1 TBTVER 314
docker-service-order-2017.10 @ Green 37.5m 20.8 GB 0/s 0/s
©Online 0% 2.56 150 119.9GB?T 315

blazeds ®Green 0 1.9KB 0/s 0/s * elastic79 o Oniine 283.8GBl? 314
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input {
file {

}
}

path => [
sincedb_path =>
start_position =>

filter {

j

3
g

}

son{

source => message
add_field => {
remove_field => [

rok {

match => [ s
match => [ s
remove_field => [
remove_field => [

mutate {

3
}

out

remove_field => [
rename => {
add_field => {

put {

if [service_name] !

elasticsearch {
hosts => [
index =>
workers => 20

match => {

}

3

date {
match => [
target =>

3

geoip {
source =>
target =>
database =>

3

useragent {
source =>
target =>

3

mutate {
convert => {

3

output {
elasticsearch {
hosts => [

index =>
document_type =>
workers => 5
template =>

template_overwrite => true template_name =>
template_overwrite => true
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™ < ZoomOut > @Last30minutes RefresheverySs &

6 - B8 Docker Containers - vr @

CPU Load (9.104) Used CPU (9.104) Memory Load (9.104) Used Memory (9.104) Storage Load (9.104) Used Storage (9.104)

0.08 3.14GiB 47.42 GiB

D

0.35% 37% L} 9% —
CPU Load (9.105) Used CPU (9.105) Memory Load (9.105) Used Memory (9.105) Storage Load (9.105) Used Storage (9.105) g
0.18 6.01 GiB 93.02 GiB
0.79% 29% . 17%
—
CPU Load (9.106) Used CPU (9.106) Memory Load (9.106) Used Memory (9.106) Storage Load (9.106) Used Storage (9.106)
" s
0.3 5.63 GiB m 287.35 GiB
1.23% 28% maas
— Running Containers System Load 1/0 Usage
s 15 ssmis
CPU Load (9.107) Used CPU (9:107) Memory Load (9.107) Used Men 3 INIINIINIININIEIINIININATY I I I 10 72MB
smi
2 =g S..'...I...........'...I S
N/A N o 1330 1335 140 1405 1410 O s 1350 1355 160 1405 1410 s s s w0 1e0s
N/A N/A Container CPU Usage(9.104)
0%
: — google/cadvisordatest
. Running Containers System Load v [ ———
- hub.51idc d/service-Ib-q
S I A I et
f LR RRR LR R = [l S
N 1345 13350 13:55 14:00 1405 14:10 LR
13:44 1346 1348 1350 13:54 13358 1400 1402 1404 1408 -
Container CPU Usage(9.105)
%
- 3.0% — hub.51idc.com/prod/service-instance-gc
2.5% hub.51idc.com/prod/service-security-qc.
20% = google/cadvisor:latest
[ ——
UED hubS1idc.com/prod/service-router-qc
1.0% = hub.51idc.com/prod/service-Image-qc.
05% — hubstide.com/prodisenviceyundun
o 1344 h 13:46 77‘351 7/ 1354 77‘41"‘ 102 V d : : hub.51 Iduumlpmdlm:;ﬂum
Container CPU Usage(9.106)
125%

— hub.51idc.com/prod/service-instance-qc.
hub.51idc.com/prod/service-volume-qc

= google/cadvisoriatest

~ hub.51idc.com/prod/service-elp-ic

— hub.51idc.com/prod/service-order

~ hub.51idc.com/prodiservice-job

2 hubstide.com/prodiservice-vanet-qc
13:44 1346 1348 1350 1352 1354 1356 1358 1400 1402 1404 1406 1408 1410 1412 _ hubStidccom/prodiservice-rdb-ac

min
012%
001%
0.00%

$333%

001%
0.00%
0.14%

0.00%

001%

0.00%

1410

0.15%
0.07%
057%
0.10%
0.08%
001%
0.01%
0.00%

205
155

105

avg~
0.14%
0.05%
0.05%
0.04%
0.03%
0.00%
0.00%
0.00%
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b' %8 DockerHost - & @ Y

LR RNIER B R 192.168.9.103 ~

Uptime

17.7 weeks

Load Average 1m

CPU Idle

94%

H.U5 3= Dashboard

< ZoomOut > O Last5minutes Refreshevery10s &

CPU Cores Available Memory Free Swap Free Storage

N/A 3.74GiB 0B

Processes Interrupts

20 40K
15 35K
10 P XS
05 25K
AL i |
o u 15K
1017 10:18 10:19 10220 1021 10117 10:18 10:19 10:20 10:21 10117 10:18 10:19 10:20 10:21
- . - CPU Usage
[OK] Container Memory Used / Container Memory Limit alert 100%
Grafar - idle
7%
— lowalt
so% e
49 Grafana i
25% steal
rice
- ig
[OK] Container Memory Used / Container Memory Limit 10:17:40 10:17:50 10:18:00 10:18:10 10:18:20 10:18:30 10:18:40 10:18:50 10:19:00 10:1%:10 10:19:20 10:19:30 10:19:40 10:19:50 10:20:00 10:220:10 10:220:20 10:20:30 10:20:40 10:20:50 10:21:00 10:21:10 1021:20 10:21:30 10:21:40 10:21:50 10:22:00 1022:10 10:22:20 10:22:30 - guest
Memory Usage
15568
CralEstimar Ui Cera s wocs Used
' e
hub.51idc.com/prod/service-image-qc - 192.168.9.105:8000 140G = Buffers
hub.S1idc comyprod/service-eip-qc - 192,168.9.107:8000 13.0Gi8
12168
n2ae
10:7:40 101750 101800 104810 101620 101830 101840 101650 101300 10:19:10 10:1920 101930 101940 101950 102000 102010 102020 102030 102040 102050 102100 102110 102120 102130 102140 102150 102200 102210 102220 102230
b SLide comprodisevice cougon - 192 168.9.105:8000 1/0 Usage
e e ] S ssoms
hub.51idc.com/prod/service-instance-qc - 192.168.9.105:8000 o o
e e 1342MBps 20,41 MBps
23110 23115 23:20 23:25 23:30 2335 o = A R ] 20 MBps 300 ms. . .
e e i Pt e el en e
o e 120ms  34s0ms
10Meps 200ms
sweps 150ms
i 0Bps. 100 ms

10:18:00 10:18:30 10:19:00 10:19:30 1020:00 102030 1021:00 1021:30 102200 1022:30

current ~
94.43%

463%
055%
029%
002%
o%
%
%
o%

current
11.68Gi8
165.71 MiB.
160.76 MIB.
36768

current
1415 MBps
60621 kBps

16480 ms
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> Metricbeat
> Collectd

» statsd
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