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‘cameamve | Logstash1] 5] %\%\

Brput {
file {
codec => json_lines{charset => ["UTF-8"]}
path => "/root/server_metrics/*.json"
start_position => beginning

; }
# ZMOBER, RRfilter2AIEN
filter {
# json {
# source => "message"
# }
}
output {
elasticsearch {

hosts => ["http:// I"Em - i.elasticsearch.aliyuncs.com:9200"]
user => "elastic"
password => "Tanhm
index => "serverlog"
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"server-metrics":0{
"aliases" bject{...},
"mappings":0{
"metric":0{
"properties":5{
"@timestamp":G{
"type":"date"
}I
"accept":6{
"type":"long"
}I
"deny":0{
"type":"long"
}I
"host":0¢{
"type":"keyword"

}I
"response" :G{

"type":"float"
}I
"service":0{
"type":"keyword"
}I
"total":0¢{
"type":"long"
}

}

}I
"settings":0{

"index":0{
"creation_date":"1513612527792",
"number_of_shards":"1",
"number_of_replicas":"0",
"uuid":"a58TKXThS7un IIzUQ64-A",
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Dev Tools History Settings Help
{DELE] .

Console Search Profiler Grok Debugger

Discover 1 |GET _cat/indices 1~ {
2 2 "took": 19,
Visualize 3 |GET server-metrics/_search?pretty > K, 3 "timed_out": false,
4+ 4 4~ "_shards": {
Dashboard 5 "query": { "match_all": {3}}, 5 "total": 1,
"size": 1000| 6 "successful": 1,
Timelion 7~} 7 "failed": @
8 8- 1,
Machine Learning 9+ "hits": {
10 "total": 905940,
Graph 11 "max_score": 1,
12~ "hits": [
Dev Tools 13~ {

"_index": "server-metrics",
"_type": "metric",
"_id": "1177",
"_score": 1,
"_source": {
"@timestamp": "2017-03-23T13:00:00",
"accept": 36320,
"deny": 4156,
2 "host": "server_2",
"response": 2.4558210155,
"service": "app_3",
"total": 40476
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"_index": "server-metrics",
"_type": "metric",

"id": "1178",

"_score": 1,

Coll 33~ "_source": {
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/ Q@ Q < O March 23rd 2017, 21:00:00.000 to April 22nd 2017, 19:59:00.000 >

Job Management Anomaly Explorer Single Metric Viewer

severdata
Top Influencers Anomaly timeline

server_1 Mar 23 08:00 Mar2708:00 Mar3108:00 Apr0408:00 Apr0808:00 Apr1208:00 Apr1608:00 Apr 20 08:00
L J°LI 1077

G Machine Learning server 2

oss—— 93

server_3 server_1 .
am— 88 1723

m View by: host ~ (Top 10 by max anomaly score)

Mar 23 08:00 Mar2708:00 Mar3108:00 Apr0408:00 Apr0808:00 Apr1208:00 Apr1608:00 Apr 20 08:00

Anomalies
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40,000
38,000
36,000
34,000
32,000

At M,
e R T
WV, t“\,ﬁn\

V \JW tl\xf M\/\W

26,000
24,000
22,000
20,000
18,000

09 AM 12 PM

mean(total) (severdata) - host server_1 @




fSLECIS

‘ kibana
®

Discover

|sl  visualize
Dashboard
Timelion
Machine Learning
Graph
Dev Tools
Monitoring

Management

S elastic

<] Logout

© Collapse

ARSI 4

Visualize / New Visualization (unsaved) Save Share Refresh Reporting <€ © March 23rd 2017, 00:00:00.000 to March 27th 2017, 19:18:28.523 >

Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax n

Add a filter +

server-* @ Average response

@ Min response
Data  Metrics & Axes  Panel Settings /\/\,\-f/\/\/\/ @ Max response
Field

response

N N gl N N

Custom Label

«Advanced

buckets
B3 x-axis cB

Aggregation
Date Histogram
Field

@timestamp

Interval

Auto

Custom Label

2017-03-23 20:00 2017-03-24 20:00 2017-03-25 20:00 2017-03-26 20:00
«Advanced

@timestamp per 3 hours
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SSD=E#
32768 GB
20000
300 MBps

IOPS = min{1200 + 30 * B &,
20000}

AMtE =min{80 + 0.5 * B =,
300} MBps

0.5-2 ms

99.9999999%

32768 GB
3000
80 MBps

IOPS = min{1000 + 6 * B &,
3000}

AMtE =min{50 + 0.1 * B =,
80} MBps

1-3ms

99.9999999%

2000 GB

=]

30-40 MBps

x

x

5-10 ms

99.9999999%
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Dev Tools History Settings Help
kibana .

Console Search Profiler Grok Debugger

Discover 1 |GET _cat/indices

"took": 11,
Visualize 3 |GET server-metrics 3 "timed_out": false,

} '_shards": {
Dashboard 5 |GET server-metrics/_search?pretty 5 "total": 1,
o+ { 6 "successful": 1,
Timelion 7 "query": { "match_all": {3}}, "failed": @
"size": 1000 8 1,
Machine Learning 9- 3% C "hits": {
0 "total": 301980,
Graph GET /server-metrics/_search?g=host:server_2(p & "max_score": 1.0986117,
! "hits": [
Dev Tools 3 {
"_index": "server-metrics",
Monitoring - "_type": "metric",
6 "_id": "1177",
Management : "_score": 1.0986117,
’ "_source": {|
"@timestamp": "2017-03-23T13:00:00",
"accept": 36320,
"deny": 4156,
"host": "server_2",
"response": 2.4558210155,
"service": "app_3",
"total": 40476

® elastic 29 "_index": "server-metrics",
- ¢ "_type": "metric",

- "id": "1180",
S "_score": 1.0986117,

"_source": {
o Collapse 24 NAkimackamn s TON17 A2 D2T12.00.00A"
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Dev Tools History  Settings

Console Search Profiler Grok Debugger

5
GET ) )
]
})
"aggregations": {
"_source": {

"doc_count_error_upper_bound": 0,
"query": "match_all": " "
query”: { {11, sum_other_doc_count": @,

size": 1000 "buckets": [
i {

GET

GET
-q

"key": "server_1",
"doc_count": 301980,
"avg_response": {
"value": 2.2857875645472534
}
}1
{
"key": "server_2",
"doc_count": 301980,
"avg_response": {
"value": 2.286165460663305

"aggs" : {
"_source" : {
"terms" : { "field" : "host" },
"aggs" : {
"avg_response" : {
"avg" : { "field":"response" X }
}’
{
"key": "server_3",
"doc_count": 301980,
"avg_response": {
"value": 2.2859840998737075

}
H
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"Version": "1",
"Statement": [
{
"Action": [
"elasticsearch:Describe*"
1,

"Resource": "acs:elasticsearch:cn-hangzhe
mp90£fk31k000192vw",

"Effect": "Allow"
Y

"Action": [

"elasticsearch:List*"

1y

"Resource":

BRI R

* AR AR

| liyur nstar n-mp90fk31k000192vw

RiEIE)ElasticsearchHIA IR

"Resource": "acs:elasticsearch:cn-
hangzhou:1818503459563647: instances/es-cn-
mp90£k31k000192vw",

ffect”: "Allow"
3l
{

"Action": [
"elasticsearch:List*"
1.

ource": "acs:elasticsearch:cn-
hangzhou:1818503459563647: instances/*",
"Effect": "Allow"
}
1
}

BURBEEREX

"acs:elasticsearch:cn-hangzhou:1818503459563647:instances/*",
"Effect": "Allow"
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Cluster Privileges

(Dan
monitor
manage
manage_security
manage_index_templates
manage_pipeline
manage_ingest_pipelines
transport_client
manage_ml
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manage_watcher
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Run As Privileges

‘ ongyang X‘
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Indices
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Granted Documents Query Optional
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| response | host
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