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̔ Parallelizing Network Applications 

Ethernet IP TCP HTTP 10G NIC 

IP  Packet 

IEEE 1588 

Multi-core Protocol Stack Analyzer 

NF V9 

IP 

TCP  

HTTP  

NF V9 

IP 

TCP  

HTTP 

NF V9 

IP  

TCP  

HTTP 

NF V9 

IP  

TCP  

HTTP 

 nfcapd 

 Load balance based on Intel NICs 

 Lock-free FIFO for core-2-core communication 

 Source-2-source transformation for generating parallel C 
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nfdump 

meta-data 

analysis 

ELK  

Big Data  

Analysis 



Metadata: about protocol transactions  

10/21/2015 8 

 TCP ҉ ᾝ  
   (IP_src, IP_dst, Port_src, Port_dst, Protocol) 

   (SYN, RST, FIN, TIME_OUT) 

   (Server_Latency, Client_Latency) 

   (Gbps, PPS, Ave_Len)  

 HTTP ҉ ᾝ  

 (URL, Status_Code, Method, Page_View) 

 (Server_Latency, Client_Latency) 

 (Host, Refer, User-Agent, XFF̆Cookie) 

 More…. 



№№ ̔̔NetflowNetflow  vs.Packetsvs.Packets  

Flow № ̆ҡ Ḥ  
   ԓᾝ  =!=  

 

 Ữ̆ףᴇ  
   10G/100G   Mission: impossible 

 

ᶭ ᾝ ѿҩ  
• №  

•   



Metadata: Basic Operations  
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 ̔  
 ҩ URL (all URLs) 

 ̔ 

 ҩURL ₯  (click rate) 

 ̔ 

 ╠ ₯ URL (topN URLs) 

 ̔ 

 URL   (latency) 
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Challenge̔  Faster and Faster! 

• Gathering meta-data faster 

• Making aggregation faster 

• Pumping metadata into ES faster 

• Analyzing data faster  

• IP CIDR address aggregation faster 
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