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Using ELK from 2012
<Logstash> at slideshare.net had 18232 views

3.3 & 4.2 chapters in my Book
2 ebook at githook.io:

+  [logstash best practicel(https://www.githook.io/book/chenryn/logstash-hest-practice)

+  [kibana Chinese Guidel(https.//www.githook.io/hook/chenryn/kibana-guide-cn)

kibana fork: <https://github.com/chenryn/kibana-




Kibana Intro

angular js(framework) + jquery flot(visualize) +
elastic js(search)

time-based comparisons

make sense of your data
empower more team members
flexible interface, easy to share
powerful search syntax

easy set up
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Kibana layout
dashbhoard

row != line

panel

+ Timepicker/query/filtering
« Charts/table/text..
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® Windows
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paging
fields.list
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TopN query

Legend value
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Dynamic Kibana

« logstashjson

« hitp://yourserver/index.himi¥#*/
dashhoard/file/logstash json?query=status:

200&from=7d
« logstash,js

« hitp://yourserver/index.himl#*/
dashboard/ script/logstash.js?query=status:

403 status:404&from=74d

i1



Game Over?



No, We need more!
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Range panel

+ No range panel in kibana3
« well, it’s in kibana4 now-

« DIY beginning
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findsearch range facets in ES doc. v

find pie charts code in Kibana.
copy terms/, paste to range/.
change request in module js.

change ng-model in editor.html.

it work.
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module.js

scope.ejs.RangeFacet()
rangefacet.addRange()
rangefacet field()
request.facet()
scope.ejs.doSearch()

resulis.then()

($scope.panel.tmode === 'ranges')
rangefacet = $scope.ejs.RangeFacet('ranges’);

_.each($scope.panel.values, )
rangefacet.addRange(v.from, v.to);
DK
request = request
.facet(rangefacet
.field($scope.field)
.facetFilter($scope.ejs.QueryFilter(
$scope.ejs.FilteredQuery(
boolQuery,
filterSrv.getBoolFilter(filterSrv.ids())

D)) .size(@);

$scope.inspector = request.toJSONQ);
results = $scope.ejs.doSearch(dashboard.indices, request);

results.then( (results)

$scope.panelMeta.loading = false;
($scope.panel.tmode === 'ranges')
$scope.hits = results.hits.total;

$scope.results = results;

T— ———
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itor.himl

"table table-condensed table-striped"

<tr ng-repeat="value in

”»
Panel.\lalues > From
To
"panel.values.length > 1">Delete

<td><input ng-
model="value.from”></td>

"value in panel.values”

"editor-option"

<Td><i"put ng"‘mOdel="value,TO”></ "input-small" "number" "value.fronm
td>

"editor-option"
"input-small” "number” "value.to"
</1r>

"panel.values.length > 1"
"panel.values = _.without(panel.values, value);set_
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Parameters

R a4 45 e @ B8 C
Ranges mode Field ® [0,49](9876) @ [50,99](70512) @ [100,499](1072279)
N ) ® [500,999] (970842) @ [1000,4999] (1096314)
ranges 3 ’ hS_view_loadt @ [(5000,9999] (147805) @ [10000,99999] (123014)
@ [100000,999999] (0)
From To Delete
0 49 x
50 99 x
100 499 x
500 999 x
1000 4999 x
ow  om Range Panel
e DIY Result
100000 999999 x
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More DIY panels

percentile panel

selectable hettermap providers
(ueries generate helper
histogram thereshold notification
china map panel

term_stats map panel
statisticsirend panel
multifieldhistogram panel
valuehistogram panel

force panel
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o @® _type:logs AND @version:"1" AN Q +
Query Generator: «

@version vy | eq

lineno

Q + logs
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‘ threshold for query: *
&~ C M [9 127.0.0.1:5000/index.html#/dashboard/file/lo...

threshold for query: *

histogram threshold notification

threshold/anomaly detection
HTMLS notification APl
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Ina map

ch
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term_stats map
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multifieldhistogram

different histogram setting for each query
for example: A : (B*1000)
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valuehistogram

detect the probability distribution of
responsetime
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Kibana-Auth

« Exists solutions:

« hginx + htpasswd(Kibana3 recommanded)

« hodejs + CAS(Community recommanded)

« Sinatra(Kibana4 used)

« authentication VS authorization
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my solution

fransparent proxy for ES
fake */_nodes JSON

‘kibana~auth’ index for
cluster and indices
authorization

8 kibana- E
auth
Lp Ap ’ {"serve;‘:"a”,pr
. efix:L“logstash-

J.
{“server”b”,pr
efix:L“logstash-

]

“kibana-int-Suser" index for
dashboards authorization

ogstash-
xyz-2014.
j
ogstash-
dev-2014.1
N my;

Authen::Simple framework
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kibana-auth

$ curl -XPOST http://127.0.0.1:9200/kibana-auth/indices/sri -
d
"prefix":["logstash-sri","logstash-ops"],
"server":."192.168.0.2:9200"

}

« User “sri” now can and **0QNLY»** can
access ‘logstash-sri-yyyy.MM.dd" and
‘logstash-ops-yyyy.MM.dd" etc stored
in"192.168.0.2:.9200°
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kibana-int-Suser

+ ./script/kbnauth migratint sri logstash accesslog php-error

+ read logstash/accesslog/php-error
dashboards’ schema from your original
kibana-int index, and write into
‘kibana-int-sri’
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Authen::Simple

Authen::Simple::ActiveDirectory
Authen::Simple::C0BI
Authen::Simple::DBl
Authen:Simple_F TP
Authen:Simple:HTTP
Authen::Simple::Kerberos
Authen::Simple:LDAP
Authen:Simple:NIS
Authen:Simple:PAM
Authen;:Simple::Passwd
Authen::Simple:POP3
Authen::Simple::RADIUS
Authen::Simple::SMB
Authen::Simple:SMTP
Authen:Simple::SSH
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eshost =>'http://127.0.0.1:9200',
hypnotoad => { listen => [‘http://*:80'] },
secret => 'kibana,_auth_secret’,
authen => {
LDAP => {

host =>'ad.company.com’,

binddn => 'proxyuser@company.com’,

bindpw => 'secret’,

basedn => 'en=users,dc=company,dc=com, == [
" logn clean

HIRHAERMARE

filter=>
'(&(objectClass=organizationalPerson)
(objectClass=user)(sAMAccountName=%s))'

}s
Passwd => { path => ‘. htpasswd' }

)
}
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The Last But Not Latest

« give a star(23 star now)
« give a try(kibana#4 still beta now)

« give a feedback

If 2 new user has a bad time, it's a bug in logstash.
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Thank You!




