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¥ B
ts 1425429336.809148 UNIXH 5] &k
uid ClmuHr1gC6p76JbdVI E—ID
id.orig_h 10.1.1.1 JRIPHLHE
id.orig_p 45191 Y5 Ui
id.resp_h 207.62.80.166 H H1pi il
id.resp_p 80 H 1)
proto tcp I

service http I FH Ak 45 1R 1)
duration 0.023945 RS
orig_bytes 351 KEFET
resp_bytes 9886 M) . 51
history ShADadfF IS S
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Suricata Today

« Apply tens of thousands of attack patterns
to your traffic

« Detect protocol anomalies in HTTP and
others

« Extract files from HTTP and SMTP

« Fast, scalable and stable

« IP reputation

 Lua scripting for advanced detection logic
« Many helpful additions for researchers

* Netflow output (JSON)



st s +ELK + VirusTotal

if ( [event_type] == "fileinfo" and [fileinfo][filename] =~

/(?i)\.(doc|pdf|zip|exe|dIl|xIs|ppt)/ ) {
virustotal {

apikey => '77f3d2ef83fc0db26447377cb40c9ce’

field => '[fileinfo][md5]"
lookup_type => 'hash’

target => 'virustotal'

virustotal.positi

ves

virustotal.resource

virustotal.response_code

virustotal.scan_date

virustotal.scan_

virustotal.scans.
virustotal.scans.
virustotal.scans.
virustotal.scans.
virustotal.scans.
virustotal.scans.
virustotal.scans.

virustotal.scans.

virustotal.scans

virustotal.scans.

id

AVG. detected

AVG. result

AVG. update

AVG. version
Ad-Aware. detected
Ad-Aware.result
Ad-sware. update
Ad-Aware.version
.AegislLab. detected

AesaisLab.result

i)

7Thla4625706dbc3808a142e43b4 34

1

2014-04-10 08:02:14

8e695613b16e6Tas784663aac72ac3271

839a3b7a-1397116934

false

20140409

13.0.0.316%9

false

20140410

12.0.163.0

false

7blad4625706dbc3808a142e43b4f 3427

https:/fwww. virustotal. com/T1le/8e695613hleestz
C72ac32719ba37c20563%ad5439Fc18d339a3b7a analys
6934
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cluster.routing.allocation.awareness.attributes: zone
cluster.routing.allocation.awareness.force.zone.values: xxx
node.zone: Xxx

A ids-beiai-2015.09.07 .06 * | ids-jinhai-2015.09.07.06 * |ids-jingiac-2015.09.07.06 ~* | ids-nanhui-2015.09.07.06 =~
G l SH 171 X 13,338,518 | Kb | A1 1| 4% 8,679,508 | R SET17 1| 23,211,075 | K B 1t X 10,072,201 | R
Z 6.08GB 386GE 1.82GB 3.83GE

bigleg_beiai ~
Heap @2  CPU &3 n

% biglog_center - . . o o
e mm ou se "index.routing.allocation.require.zone": “xxx"
biglog_hulan e

bigleg_jinhai ~
Heap 2 CPU &3 n

bigleg_jingiao ~

Heap @2 CPU ot n
bigleg_kunshan ~

Heap @2 CPU ot

biglog_lugu ~

Heap @z CFU et

biglog_nanhui S

Heap @z CFU et n
biglog_nujiang v

Heap @z oPU #ik

biglog_nujiang2 v

Heap @z oFU ik

biglog_wuxi e
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ESnet 100G TX/RX
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