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SQL R¥ R&: =B

SELECT
sum (inbyte + outbyte) AS bytes,
count (dip) AS count
FROM
T tcp_—k T
WHERE

last(om) AND
ip_range{sip, ['192.168.0.0", '192.168.0.255"], '192.168.0.0/24")

GROUP BY dip, sip
LIMIT 10, 10
ORDER BY bytes
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inbyte + outbyte > 10000 AND len(domain) > 64 AND sip ='192.168.0.55'

- TR
last(5m). last_days(3, 5m). last weeks(4, 5m). last workdays(3, 10m)
range(flows, [100,1000]). ip_range(sip,'192.168.0.0/24"). date range(...)

query_string('sip:[192.168.0.100 TO 192.168.0.200]")
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count(*). count(sip). count(UNIQUE url). count(inbyte + outbyte)
sum()s min()» max(). avg()

stdev(). squares(). variance()
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sip. dip

range(). ip_range(). date_range()
histogram(). date_histogram()

filters()

-« B RIEdip X FARER"S“FEILER”

filters|
ip_range(dip, ) AS lan,

NOT ip range(dip, ) AS wan
) AS type
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1 es host_ =
__es index alert = {
6 alert_mail = false;

9 BYTES _THRESHOLD = 100 * 1024 * 1024;

sql =
" result = query filter(sql,
13 if alert mail {
alert mail(result);
else {
alert _es(result);
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- HERE

- FHIEA

if <expr>{...}elseif <expr>{...}else{...}

int, float. string. list. dict,
- fEREQ

° ﬁ%{lﬁﬁ for (cc=0; cc<100; cc++) { ... }\ for key, value in object{ ... }

break. continue. return
=y +\ -\ % \\ %, <, <=, >, >=,

S
—— !=\ &&\ ||\ !\ ...?...:...
do_something(argl, arg2, arg3);

def my_func (argl, arg2) { <statement>; <statement>; ... }
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- REERH

print(), len(), type(), keys(), values(), append(), is_empty(), ...
query(), query_filter(), alert(), alert_mail(), alert_es(), ...
max(), min(), avg(), median(), agg_max(), agg_min(), ....
fmt_bytes(), fmt_time(), fmt_percentage(), ...

exit(), check_datetime(), ...

- BEXEH

def max3(x, y, z) { return x >y : max(x, z) : max(y, z); }
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g"test“: {
"enable": true,

« SQLAlert AtbiAE "runOnStart": true,
"interval": 200,
AL & EEIN = "file™: [

"alert/test.rule",
"alert/test2.rule”

* SQLAlert {EJ{E

W HTTP POST 153K
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FHESEE: dE5 28H;
RELME: RFEHHGET 200M 5iE 28 EGBIT 10000 4 ;
REML: 2DFHH. 28, SIP. DIP;
REHN: BEES.
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__es host =
__es_index alert

K_BYTES 200 * 1024 * 1024;
K _PACKETS = 10000;
sglL = *
SELECT
sum(inbyte + outbyte) AS bytes,

sum(inpacket + outpacket) AS packets
FROM
WHERE last(5m)
GROUP BY sip, dip
LIMIT 26, 20

result = query filter(sql,
alert_es(result);
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BHESEHE: dX 5 78 A;

SR FERSRTATEE;

WEXH: DRFEDPHE 200M z& 28 ##81d 10000 4y, BB A HHER 50%;
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_es host__ =
__es_index alert

result?2 = query("
SELECT
sum(inbyte + outbyte) AS bytes,
sum{inpacket + outpacket) A5 packets
FROM
WHERE last days(l, 5m) AND sip IN $(sip list)
GROUP BY sip
");

K_BYTES 200 * 1024 * 1024;
H:_F" ACKETS = 10000 ;
K_SCALE 1.5:

resultl = query filter("

SELECT
sum(inbyte + outbyte) AS bytes,
sum(inpacket + outpacket) AS packets

FROM

WHERE last(5m)

GROUP BY sip

LIMIT 20

alert_result = [];
for item in resultl {
if check result _item(item, result2) {
alert_result = append(alert _result, item);

¥
h

alert_es(alert_result);

sip list = item values(resultl,
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BHESEE: E% 5 2#A;

SEBfE): FEMEANBEREZIE 30 2#hedER (Glan, HerAR—, WESERERITEMNEEE -85 30579) ;
SEYIE: HEHIRERN 90% BB T

WEML: 2FTE;

WEFM: SREURBISERIEN 2 FHRE,

REFR: B[Ol ES.

AR ARRAERIAR LA



M. mE= (SETD

__es host_ =
__es index alert

K_PERCENT =
K_SCALE

resultl = query("

SELECT
sum(inbyte + outbyte) AS bytes

FROM

WHERE last weeks(4, 30m)

GROUP BY
date histogram(5m) AS time 5m,
date histogram(1lm) AS time 1m

")

rates = values(agg stdev(resultl,
k bytes = percentile(rates, K _PERCENT)

* K_SCALE;

)):

result2 = query("
SELECT
sum{inbyte + outbyte) A5 bytes
FROM
WHERE 1last(5m)
GROUP BY
date histogram(1lm) AS time

")

rate = stdev(item values(result2,
if rate = k bytes {
alert_es(result);
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HE45: SQLAlert

- £/ SQL &if) ES;
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