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* Search Guard

* Nginx http auth basic
* Nginx + Lua



Shield

* https.//www.elastic.co/products/shield
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Search Guard

* https://github.com/floragunncom/search-guard

s BETRE, BEXHEXER, FINAS

s YRR Fuserflroled# {TindextINREIE (RiE, RETET S
%)

« ZEESKIECE (elasticsearch.yml) XA E FNRE X

* WITREST http A RIEACLEKRES (RT1) 1= ZIES




[ —
“ad: [
* Comment_": "Default is to execute all filters™,
“fikers_bypass™: [1
“filters_execute™: []
| R
*_Comment_": “This means that every requestor (regardless of the requestors hostname and username) which has the admin role can do anything”,

}
‘ﬁlm.cxmko’:d
Mo
*_Comment_*: “This means that for the user userl on index test only the actionrequestfiter.readonly will be executed, no other”,

* _Comment_": “labana index has no strict”,
“roles”: [
1
“indices™; [
1
“fiters_bypass™: [*]
“fikers_execute™ [}
)|



Nginx http auth basic

* https://kyup.com/tutorials/set-http-authentication-nginx/
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events {
worker_connections 1024;

Nginx http auth basic erm s

# Allow access to /_search and /_analyze for authenticated "users"
#
server {

listen 8081;

auth_basic "Elasticsearch Users";
auth_basic_user_fil

location / {
return 403;

}

location ~* *(/_search|/_analyze)
proxy_pass T/7elasticsearch;

proxy_redirect off;

# Allow access to anything for authenticated "admins"

2
server {
listen(8082;
auth_basic "Elasticsearch Admins";

auth_basic_user_fil

proxy_pass http://elasticsearch;
proxy_redirect off;



Why Nginx
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Nginx+Lua

* https://www.elastic.co/blog/playing-http-tricks-nginx
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curl -i -

HTTP/1.1

curl -i
HTTP/1.1

curl -i
HTTP/1.1

curl -i
HTTP/1.1

curl -i
HTTP/1.1

curl -i
HTTP/1.1

curl -i
HTTP/1.1

curl -i
HTTP/1.1

X HEAD 'http://localhost:8080'
401 Unauthorized

-X HEAD 'http://all:all@localhost:8080'

200 OK

-X GET 'http://all:all@localhost:8080"

403 Forbidden

-X GET 'http://user:user@localhost:8080"

200 OK

-X POST 'http://user:user@localhost:8080/myindex/mytype/1' -d '{"title" :

403 Forbidden

-X DELETE 'http://user:user@localhost:8080/myindex/"

403 Forbidden

-X POST 'http://admin:admin@localhost:8080/myindex/mytype/1' -d '{"title" :

200 OK

-X DELETE 'http://admin:admin@localhost:8080/myindex/"

200 OK

"TeSt"} '

"TeSt u} '

error_log logs/lua.log notice;

events {
worker_connections 1024;

}

http {
upstream elasticsearch {
server 127.0.0.1:9200;

}
server {
listen 8080;
location / {
auth_basic "Protected Elasticsearch";
auth_basic_user_file passwords;
access_by lua_file '../authorize.lua';
proxy _pass http://elasticsearch;
proxy_redirect off;
}
}



-- get URL
local uri = ngx.var.uri
-- authorization rules

-- get method
local restrictions = { local method = ngx.req.get_method()
all = {
["~/$"] = { "HEAD" } local allowed = false
. for path, methods in pairs(restrictions[rolel) do
use:A— E . ., -- path matched rules?
[*2/$"] = { "GET" 1}, local p = string.match(uri, path)
["~/2[~/1*/2[~/1*/_search"] = { "GET", "POST" },
("~/20~/1*/2[~/1*/_msearch"] = { "GET", "POST" }, local m = nil
["~/2[~/1*/2[~/]1*/_validate/query"] = { "GET", "POST" },
["/_aliases"] = { "GET" }, -- method matched rules?
["/_cluster.*"] = { "GET" } for _, _method in pairs(methods) do
}, m=m and m or string.match(method, _method)
end
admin = { )
["~/20~/1%/2[~/1*/ _bulk"] = { "GET", "POST" }, irprand miEhen
[*~/20~/1%/21~/1*/_refresh"] { "GET", "POST" }, :11°wed - e
["~/2[~/1%/2[~/1%/2[~/1*/_create"] = { "GET", "POST" }, o
(“~/20~/1*/20~/1*/2[~/1*/_update"] = { "GET", "POST" },
[*~/20°/1%/207/1%/2 %" ] = { "GET", "POST", "PUT", "DELETE" }, it not allowed then
["~/20~/1%/20~/1%8"] = { "GET", "POST", "PUT", "DELETE" }, ngx.header.content_type = 'text/plain’
["/_aliases"] = { "GET", "POST" } ngx.log(ngx.WARN, "Role ["..role.."] not allowed to access the resource ["..method.." "..uri.."1")
} ngx.status = 403
} ngx.say("403 Forbidden: You don't have access to this resource.")

return ngx.exit(403)
end
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