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@medcl 
http://github.com/medcl

About me

http://github.com/medcl
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I work for
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the company behind

Elasticsearch 
Logstash 
Kibana
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also known as

the 
ELK 
stack

Photo	credit:	https://www.flickr.com/photos/lsmith2010/8215026548

https://www.flickr.com/photos/lsmith2010/8215026548
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Open source culture

Image	credit:	https://www.flickr.com/photos/tappnel/5798812875

• GitHub 
• Pull Requests 
• Issues 

•  
• Elastic{ON} 

•  
• discuss.elastic.co 
• elasticsearch.cn 

•  

https://www.flickr.com/photos/tappnel/5798812875
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Open source project

Started by Monica Sarbu   5.2014 
Tudor Golubenco joined full time  11.2014 
Open Source, Written in Golang  
Now part of Elastic family 
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Beats ?
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Idea
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Capture network packets

•  
•  

•  
•

Image	credit:	https://www.flickr.com/photos/bigdrumthump/3223280727

https://www.flickr.com/photos/bigdrumthump/3223280727
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Packet capturing

1.	Using	port	mirroring 2.	As	an	“agent”
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Sniffing from a technical PoV

• libpcap (tcpdump), supports 
all Unix like systems 

• Winpcap, supports Windows 
• For Go, gopacket provides 

bindings and more 
• High speed API for packet 

capturing on Linux: 
af_packet

Image	credit:	https://www.flickr.com/photos/57881779@N04/7930362242/

https://www.flickr.com/photos/57881779@N04/7930362242/
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Decoding
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Matching requests and responses

• Pipelining complicates 
matching the requests with 
the responses.
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Create a JSON object for each request-response pair

HTTP	transaction

GET	method

Response	code

Response	time
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SQL example

SQL	method

Query

Error	message

Bandwidth	
information
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DNS example

Query	type Domain	name

Response	time
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Packetbeat: Overview
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Packetbeat UP AND RUN

1.Download	
			curl	-L	-O	https://download.elastic.co/beats/packetbeat/packetbeat-1.0.0-beta4-darwin.tgz	
			tar	xzvf	packetbeat-1.0.0-beta4-darwin.tgz	

2.Run	
sudo	./packetbeat	-e	-c	packetbeat.yml	

3.Test	
./packetbeat		
-c	etc/packetbeat.yml		
-N	-d	"publish"		
-I	/Users/medcl/Desktop/Beats/test_capture_data/smtp-25.pcap		
-e		
-d	smtp
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Usage of ./packetbeat: 
  -I="": file 
  -N=false: Disable actual publishing for testing 
  -O=false: Read packets one at a time (press Enter) 
  -c="/etc/packetbeat/packetbeat.yml": Configuration file 
  -cpuprofile="": Write cpu profile to file 
  -d="": Enable certain debug selectors 
  -devices=false: Print the list of devices and exit 
  -dump="": Write all captured packets to this libpcap file 
  -e=false: Output to stdout and disable syslog/file output 
  -l=1: Loop file. 0 - loop forever 
  -memprofile="": Write memory profile to this file 
  -t=false: Read packets as fast as possible, without sleeping 
  -test=false: Test configuration and exit. 
  -v=false: Log at INFO level 
  -version=false: Print version and exit 
  -waitstop=0: Additional seconds to wait befor shutting down

Command Help
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interfaces: 
  device: any 

protocols: 
  http: 
    ports: [80, 8080, 8081, 5000, 8002] 

  memcache: 
    ports: [11211] 

  mysql: 
    ports: [3306] 

  redis: 

packetbeat.yml
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Visualize data with Kibana
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Visualize data with Kibana
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There’s more to apps than packets

Packetbeat	

Listens	to	the	“beat”	of	
the	network	packets.

Topbeat	

Listens	to	the	“beat”	of	
the	operating	system	
metrics.

Image	credits:	
https://www.flickr.com/photos/7147684@N03/921738874/	
https://www.flickr.com/photos/bigdrumthump/3223280727	
https://www.flickr.com/photos/jadeashleyphotography/6584949945/	
https://www.flickr.com/photos/mitosettembremusica/2839965900/	

Filebeat	

Listens	to	the	“beat”	of	
logs.

Metricsbeat	

Listens	to	the	internal	
“beat”	of	systems	via	
APIs.

https://www.flickr.com/photos/7147684@N03/921738874/
https://www.flickr.com/photos/bigdrumthump/3223280727
https://www.flickr.com/photos/jadeashleyphotography/6584949945/
https://www.flickr.com/photos/mitosettembremusica/2839965900/
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Topbeat

• Like the Unix top 
command but 
sending the data 
periodically to 
Elasticsearch 

• Works also on 
Windows
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Topbeat system wide and per process stats

CPU	“steal”	time

Total	/	used	/	free	
memory

CPU	stats
Per	process	stats

CPU	time		
consumed

Process	pid,	name,	
parent	pid,	etc.

Memory	used
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Topbeat output objects

File	system	stats

Mount	point

Device	name

Total,	used,	free	
disk	space
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Visualize data with Kibana
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Visualize data with Kibana



www.elastic.co
31

Filebeat

• A “Beat” based on the Logstash-Forwarder 
source code 

• Do one thing well: 
• Send log files to Logstash & Elasticsearch 

• Light on consumed resources 
• Easy to deploy on multiple platforms
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Filebeat UP AND RUN

1.Download 
curl -L -O https://download.elastic.co/beats/filebeat/filebeat-1.0.0-beta4-darwin.tgz 
tar xzvf filebeat-1.0.0-beta4-darwin.tgz

2.Run 
./filebeat -c filebeat.yml
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filebeat: 
  prospectors: 
    - 
      paths: 
        - /var/log/system.log 
        - /var/log/wifi.log 
    - 
      paths: 
        - /var/log/apache/*

filebeat.yml
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Usage of ./filebeat: 
  -N Disable actual publishing for testing 
  -c string 
     Configuration file (default "/etc/filebeat/filebeat.yml") 
  -cpuprofile string 
     Write cpu profile to file 
  -d string 
     Enable certain debug selectors 
  -e Output to stdout and disable syslog/file output 
  -memprofile string 
     Write memory profile to this file 
  -test 
     Test configuration and exit. 
  -v Log at INFO level 
  -version 
     Print version and exit

Command Help
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Filebeat JSON output

The	log	message

The	timestamp

The	log	level
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Beats have libbeat in common

• Go library 
• Provides common things for all 

Beats: 
• logging, service handling, 

configuration file handling, 
CLI flags 

• Outputs and filters

Dev	guide	for	creating	a	new	Beat:	https://www.elastic.co/guide/en/beats/libbeat/current/index.html

https://www.elastic.co/guide/en/beats/libbeat/current/index.html
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Deployment: directly to ES

• Option 1: Insert 
directly into 
Elasticsearch via 
the bulk API 

• Security can be 
provided via 
Shield and HTTPs
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Deployment: Send to Logstash

• Option 2: Insert via 
Logstash 

• Uses the Lumberjack 
protocol which offers 
security 

• Gives the opportunity of 
enriching or modifying the 
data
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• What we can do with beats? 
• SMTP beats? 
• LVS beats? 
• … …

Question
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Thanks

• Live demo: http://demo.elastic.co/packetbeat/

• Thanks!

http://demo.elastic.co/packetbeat/

