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About Me

Zsp# (White Li) .

Developer & Ops @TrendMicro.

Response for doing DevOps Job of Trend’s Mobile Threat
Detection Expert Distributed System.

WeChat: storm_spark

white li@trendmicro.com.cn

https://qithub.com/swordsmanli

Based in Nanking.



Topics

* Overview — Malware Detection System
Introduction -- What We Do.

Before -- With out Elasticsearch.

After -- Based on Elasticsearch.

Scenarios Introduction.

Data Levels.

 SQL On Elasticsearch

Features  -- Multi-Tables join / Cache / Priority Scan.

 User Experiences

Deploy Topo. -- Optimization.

Ops Related. -- JVM Heap ? Admin Tools ?
Database Partition. -- Pros and Cons.

 ES on Spark

NRT indexing and search?



What We Do
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Before—Analysis?

DB 2

DB n

Select DB1.t1.c1=" x’ and DB1.t2.c2=" y’ and DBn.t3.c3>" 123’ join NoSQL db
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Before—Rule Testing?
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After—EIastlc Search Engine
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NOSQL DB

Crawler

Query

Bulk Indexing

Request

Query Query

Query

Query

Analysis Monitor
Query Virus

Advantages:
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Scenario—Rule Testing
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Scenario—Common Query
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Data Levels

e 20+ nodes

e 30TB+ data

40 billion+ docs
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Data Levels

‘a aha cluster

JA18051 ES:231

JA18051 ES:231

18051 ES:231

K180 ES:231

18051 ES:231

£ nodes

13 nodes

& rest

# more v

load average

N/A
0.0

0.0

¥+ master

33 indices

2 data

cpu %

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

0.0

Q client

252 shards

heap usage %

34.0

45.0

46.0

60.0

69.0

240

31.0

58.0

51.0

57.0

used: 10.41GB
max: 29.92GB

used: 13.58GB
max: 29.92GB

used: 13.91GB
max: 29.92GB

used: 18.17GB
max: 29.92GB

used: 20.90GB
max: 29.92GB

used: 3.87GB
max: 15.92GB

used: 9.31GB
max: 29.92GB

used: 17.58GB
max: 29.92GB

used: 15.51GB
max: 29.92GB

used: 17.25GB
max: 29.85GB

19,026,270,076 docs

disk usage %

3 3 0 free: 3.42TB
- total: 5.07TB
3 5 0 free: 3.29TB
- total: 5.07TB

4 0 0 free: 3.03TB
- total: 5.07TB

3 1 0 free: 3.48TB
- total: 5.07TB

3 4 0 free: 3.34TB
- total: 5.07TB

no disk info for client nodes
26 0 free:3.73TB
- total: 5.077TB

2 6 0 free: 3.75TB
- total: 5.07TB

3 2 0 free: 3.46TB
- total: 5.07TB

29 O free: 4.32TB
- total: 6.07TB

uptime

1mo.
1mo.
1mo.
1mo.
1mo.
1mo.
1mo.
1mo.
1mo.

Tmo.

19.98TB




DSL is Boring

"bool": {

"must™:

I
L
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L

[

"match™: {
"location": {
“query”: “"nanking”,
"type": "phrase”

"match™: {
“type”: {
"query": "offline",
"type": "phrase”

"match™: {

" .. f
sponsor™: {
"query": "@elastic”,

"type": "phrase”
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SQL statement:

SELECT elasticsearch
FROM meetup

WHERE
location="nanking"

AND type='offline’

AND sponsor

IN

('@elastic', 'TrendMicro')

SQL-Like statement is
more familiar by
Developers, so we need
SQLs to express DSLs.

%, TREND.
) MICRDO



icsearch ;

lasti

QE
DSL query
{count,

Get mapping info

Elasticsearch

Elasticsearch

Query Request

SUL on ElasticSearch =~



Optimization--Topology
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3.Publish

Sync State State Change

3.Publish
State Change
1

Sync State

3.Publish State Change

Data Node

Data Node

Data Node

_ - T /1

Roles:

Master

Data

Client



Control JVM Heap?

1.Segments Memory:
segment(Term Dictionary --> Posting list) + fast search(term index).

* How:
delete or close unused indices. curator periodically optimize indices(only increase 1/0).

2.Filter Cache:

filter query result cached in memory.
* How:
“indices.cache.filter.size: 10%” (experience).

3.Field Data:

sort or aggregation will analyze inverted index and fill in the memory.
Pre-read

ES 2.0 will use doc_value for not analyzed field, but analyzed field still has.
* How:
“indices.fielddata.cache.size: 10%” (experience).

4. Buffers:
bulk Queue/index buffer.

* How:
Defaultis OK. Heap (size = queue nums * bulk size).
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Admin Tools?

* Head
http://mobz.github.io/elasticsearch-head/

* Kopf
https://github.com/Imenezes/elasticsearch-kopf

* Curator
https://github.com/elastic/curator

alias Index Aliasing

allocation Index Allocation

bloom Disable bloom filter cache
close Close indices

delete Delete indices or snapshots
open Open indices

optimize Optimize Indices

replicas  Replica Count Per-shard

seal Seal indices (Synced flush: ES 1.6.0+ only)
show Show indices or snapshots

snapshot Take snapshots of indices (Backup)
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Database Partitin?

"all in one"

"mappings™{

"nodes_attribute”: {

"cpu”

-
{

"user": 227670
"user p": @
"system"”: 846730
"total": 1074400

"start_time": "FeblO"

I
L

"size"™: 88293376
"rss": 126976

"rss p": ©
"share": 61440

I
L

"total™: 2145382400
"used": 453922816
"free": 1691459584
"used p": 0.21

“partition_1"
"mappings =T {
"cpu_attribute™: {
"user™: 227670
"user_p": @

"system”: 846730

"total": 1074400
"start_time": "Febl0"

"partition_2"

"mappings”:{

"mem_attribute™: {
"size™: 88293376
"rss": 126976
"rss_p": @
“share™: 61440

"partition_3"

"mappings™T{
"swap_attribute™: {
"total": 2145382400

"used": 453922816

"free": 1691459584
"used_p": 0.21
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Problems:

Data sources

Frequent update

Performance

Risk
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Pros and Cons

Let’s talk about Pros and Cons When we need to join tables.

Pros:

 Code Logical clear.

 Speed upindexingrate.

* Avoidfrequently update.

* High available, Scalable which lower down interference.

Cons:

 Allin One Doc stay in same shard.

* Drop Posting lists join using bitset (filter in-memory).

* Drop Posting lists join using skip-list (random access disk).

* Need high performance cross cluster/type supporting
tool.

#®) TREND
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NRT Ad-hoc?

% elastic

i
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Q&A

We are Hiring
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Others

Altor Networks/
Juniper Networks

Blue Lane/
VMware

‘ Symantec

McAfee
CA

T EMHESE—R LRINUESTIFE—R

Reflex
Systems




Backup Slide



Backup Slide -- Priority Scan

Scan-Thread-2
Scan-Thread-3

Reduce

23



Backup Slide -- Metrics

Process 1

Process ...

Process N




