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Information Event Management (SIEM) F9#E 3

Describes the product capabilities of gathering, analyzing and
presenting information from network and security devices; identity and

access management applications; vulnerability management and policy
compliance tools; operating system, database and application logs; and

external threat data.
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¢ Thats the end goal of
ElasticSearch: we want
to make data exploration,
the ability to ahead and
ask questions on your
data and get results in
milliseconds, available to
end users. 9
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Shay Banon
dotScale 2013

Watch this talk and more at
http://dotscale.eu
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Beats: B2 EUREMLZ T

Filebeat - BE 4+

Packetbeat - W& Is0f
Elasticsearch Kibana

Metricbeat - EFhIRSZIET

Winlogbeat - windows BB IAEE@

demo.elastic.co

Auditbeat - EHitERUER, XHSTHIE

Heartbeat - =T 4465

execbeat elasticbeat nagioscheckbeat
apachebeat httpbeat nginxbeat

Logstash

BEZHKHIE

dockerbeat
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Image Classification Recommendations
Autonomous cars Voice Recognition Predictive Medicine

Fraud detection EI_ I‘%‘I *ﬁ 5')]“ |
Learn to Rank Speech Recognition
Language Translation Entity Resolution
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Aggregation O
Sum

Sparse data O

40,000,000

38,000,000

32,000,000
30,000,000
22,000,000
26,000,000
24,000,000

San2s Mon 27 Wed 29

Name O

sum-total

Description O

» Advanced O

New job from index pattern server-*

Machine Learning / Job Management / Create New Job / Single Metric job

Fri3

April

BEkAC R AT SR o TGt

Mon 03

X

a Q < © March 23rd 2017, 06:00:00.000 to April 22nd 2017, 04:59:00.000 >

LU l]  Use full server-* data

Bucket span O
¢ 3m simsensceson’ [}
Wed 05 o7 Apr 09 Tue 11 Thwi3 Sat1s Mon 17 Wed 19 Fri21
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Zoom: auto 12h 1d 1w 2w (am;rcga::on interval: 15m) Model bounds are not available
2,400,000 M AA VWM Mﬂv‘ V‘-ﬁ%
2,000,000 ll | 'A’\ )\ '\
1,600,000 \\ﬂ‘ WV'
1,400,000
1,200,000
s CEE——
12PM Thu13 12PM Frild 12PM Sat1s 12PM Apr 16
S 25 Moo 27 Wed 29 mn Aprk Mon 03 Wed 05 F oy Apr 09 Tue 11 [ ™13 \ Sat s Pl mon17 Wed 19 2y
I L

Anomalies

Severity threshold: warning ~ Interval:  Auto ~
time max severity detector found for - influenced by actual typical description jobiD
: v April 14th 2017 Ass sumitotal) (mm job-4) wplaQ service: app_t 935905 1705380 ¥ 2x lower mmjodb-4
Description:

critical anomaly in sum(total) (mm-job-<4) found for service app_1
Detalls on highest severity anomaly:

service: wpiaQ

time: April 14th 2017, 06:00:00 to April 14th 2017, 06:15:00

function: sum

fieldName: total

Actual; 938905

typiak: 1705380

job10: mmjob-4

probability: 4.84657¢-20

Influenced by:

service .t —
> April 15th 2017 <1 sum{total) (mm-job-4) wpQQ service: app.Y 1564560 1789200 ¥ 1.1x lower mmjod-4
» Apl 12th 2017 <1 sum{total) (mm-job-4) wer1QQ service: app_1 2156840 2353140 ¥ 1. ix lower mm-jod-4
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Job

nginx_low_request_rate N

Detector: nginx_access_low_request_rate

O January 315t 2017, 16:29:59.804 to March 18th 2017, 16:1

5:00000 >

14,000
12,000
10,000
8,000
6,000

L

2,000

2017-02-26 00:00

2017.0205 0000 20170242 00:00

Severity threshold: warning « Interval Auto -
time max severity detector
v February 27th A% nRinx_

» March 8th 2017

ow_reguest_rate

uest_rate

4 jood00

VWY

20170305 00:00

2047.02.260600 2047.03405

2017-03-12 00:00

actual typical description
150 ¥ 33x lower
5528 + 2x lower

JobiD links
nginx_low_request_rate Cper k-
ginx_low_request_rate Cpen link =
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Machine Learning
Graph

Dev Tools
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Clusters / elasticsearch / Elasticsearch / Nodes / u2ixd6p

% Overview Advanced

127.0.0.1:9300 JVM Heap: 33%  Free Disk Space: 208.1 GB  Documents: 1.8m  Data: 747.8 MB

GC Count (i)

10:50 10:55 11:00 11:05 11:10

©0ido ®Young 1

JVM Heap (GB) 1]
2368

953

476.8 MB

:55 11:00 11:05 11:10

10:50

©® Max Heap 1.9 GB @ Used Heap 807.2 MB

Index Memory - Lucene 1 (MB) [}
B i T i S S
3.8MB
29MB
1.9MB

976.6 KB

008

10:50 10:55 11:00 11:05 11:10

@ Lucene Total 4.3 MB @ Stored Fields 341.0 KB ® Doc Values 2.0 MB

@ Norms 31.6 KB

Index Memory - Lucene 3 (MB) (3]
M e A e e A e e e e e e

38M8
29MB
1.9MB

976.6 KB

Indices: 26  Shards: 43  Type: Master Node

, ERKHEMRT

Il 10seconds < O Last30minutes >

Health: @ Online

GC Duration (ms) (i}

100 ms

80ms

60ms

oms
10:50 10:55 11:00 11:05 0
@0ldoms @®Young 10 ms
CPU Utilization (%) (i)
10%
o 10:50 10:55 11:00 11:05 11:10

@ CPU Utilization 1.33 % @ Cgroup CPU Utilization 4 %

Index Memory - Lucene 2 (MB) (i}
48MB
PSP U S = G NN N

3.8 M8

29MB

0:50 10:55 11:00 10
@ Lucene Total 43 MB @ Terms 1.9 MB @ Points 158.4 KB
Index Memory - Elasticsearch (KB) (i}
3.8MB
29MB
1.9MB

976.6 KB f
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JSON

"_index": ".marvel-es-1-2016.06.06",
"_type": "node_stats",

"_id": "AVUnC_T4qQKi2Snrly9N",
"_score": null,

"_source": {

"cluster_uuid": "ReVr5CXFTi2fucBt2LbLNA",
"timestamp": "2016-06-06T18:49:02.968Z",
"source_node": {
"uuid": "OxWM@8tpSn-ijbx-kY17VA",
"host": "10.137.126.111",

"transport_address": "10.137.126.111:19168",

"ip": "10.137.126.111",
"name": "tiebreaker-0000000060",
"attributes": {

"logical_availability_zone": "tiebreaker",

"availability_zone": "us-east-1b",
"data": "false",
"max_local_storage_nodes": "1",
"region": "us-east-1",
"master": "true"
}
1,
"node_stats": {
"node_id": "OxWM@8tpSn-ijbx-kY17VA",
"node_master": false,
"mlockall": false,
"disk_threshold_enabled": false,
"disk_threshold_watermark_high": 90,
"indices": {

Clusters Overview Indices Nodes
elasticsearch Yellow 1 3 268 Shards: 6 Shards: 3

.monitoring-es-2-2016.06.15
Status: yellow Documents: 7k Data: 2.8MB  Total Shards: 2 Unassigned Shards: 1

Bl f0seconds @ Lastd hour

Cluster: Status: Nodes: Indices:  Memory: 161MB/  Total Unassigned Documents: Data: Uptime: 2 Version: 5.0.0-
3mB hours alpha3

ssezswwwwwmwwmwwwwm e

195K8. B
1430 1440 1450 1500 1500 1520

JVM R TEERT S/

Search Rate (/s) Indexing Rate (/s) Index Size (MB)

) 23me

25 MSearch Rate 15 W Tota Shards Bindexsize

. V4 WPrimary Shards 29me
,MWN\___rWNVWVWWW 12 .

os :

o 09 1ane

W e s s 1si0 1520 W% a0 w1500 1s10 1520 WM e s 15w 1810 1520

Lucene Memory (KB) Document Count Field Data Size (KB)
128 I 29k

s WLucene Memory 0ocument Count

Sava WredData Size
2008 M
15k
100008
008
008
" o
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ﬁndex.php?incﬁle=..l..l’_é/../..l. Jetc/passwd%00

108.1 §1.132. 180
ﬁndex.php?msg=.é../etclpasswd%oo)g )

.é..letdpasswd%oo

195.210:46.110
/etc/passwd %00 "/Index.php?cont=..l../.@../. J..letc/passwd%00

rmdex.php?link=.é./etdpasswd%00

) ]=rﬁvww.google.comlhumans.txt?
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Elastic Stack - Apache Logs New Add Save Open Share Options Export PDF ©® ~2months ago to ~ 2 months ago
‘ [ |
Apache - Metrics Apache - Response Codes over Time
© @200
20,000 ® 3xx
@ 4xx
15,000 ®5xx
o
£
3
431,906 4,826 ° -
’ y
# of Visitors # of Unique Visitors 5,000 I I I I I I
.
2016-05-06 17:00 2016-05-07 17:00 2016-05-08 17:00 2016-05-09 17:00

@timestamp per 3 hours

Apache - Visitors by Location Apache - HeatMap
E < H
Region = Q Count = + b4
United States 177,260 -
United Kingdom 33,680 u
Netherlands 30,110 North
(=)
Germany 29,600
France 26,280 ARSI
China 19,400
Ocean
Canada 9,210
India 8,040
Western \
Brazil 6,196 L a

ritania . Mali nger‘ -

Cape Tombou:lou_AFRlC

Burkina 3Chad

d .. ined, . Faso oo
Leaflet | Tiles by MapQuest — Map dat
: el A il '.%2"'.‘?3"5!"‘_ s cuffiesico g |

Apache - Requests by OS Apache: IP Cloud Visitors by Continent

Russia 6,190 ‘

Export: Raw & Formatted &
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Beats, Elasticsearch and Kibana

@ Beats

FILEBEAT WINGLOGBEAT

v o

HEARTBEAT  METRICBEAT

x

PACKETBEAT  AUDITBEAT

Elasticsearch

Homogeneous Nodes (3+)

X-Pack
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@ Logstash

00 ™ (oo
=) ) )
Workers Nodes Instances
X-Pack X-Pack X-Pack
ACTIVE

@ Logstash

® Kibana

( 00 ™ [e]e} (0 o]
) D) )
Workers Nodes Instances
X-Pack X-Pack X-Pack
ACTIVE
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Workers
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‘ kibana @ publickey

@ Discover

Visualize

Timelion 2 2
@timestamp per 12 hours

(L
@ Dashboard
-
=

Canvas

APM SSH users of failed login attempts [Filebeat System] SSH failed login attempts source locations [Filebeat System]
Machine Learning

Graph ts3server minecraft
musicbot bot
stea
sammy f‘[p ftpuser "3
Monitoring student

N W
odoo ) a d m | n ubnt test1
Management tester demo 8it ¢ developer

celery deploy mysql o user pl userl o} ) %
Nexus testuser b oracle postgres testftp ‘ 5 o

. tem | O1-2904
jenkins alex P : 2 ©290.4-5798

C server ©579.8 - 869.2
@869.2-1,158.6
@ 1,158.6 - 1,448

vbox

Dev Tools m

ts3bot

Count - system.auth.user: Descending © OpenStreetMap contributors , Elastic Maps Service
SSH login attempts [Filebeat System]

1-500f7,388 < >

Time system.auth.ssh.event system.auth.ssh.method system.auth.user system.auth.ssh.ip system.auth.ssh.geoip.country_iso_code

& elastic »  July12th 2018, 16:15:06.000  Invalid - svn 103.74.120139 WN

’_j Logout > July 12th 2018, 16:09:46.000 Invalid - demo 37.24.35.122 DE

o Collapse > July 12th 2018, 16:03:08.000 Invalid = butter 59.38.32.76 CN
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5
"filter": {
"range": {
"@timestamp": {
"gte": "2018-07-01T00:00:00"

GET filebeat-*/
{
"size": O,
"aggs": {
" ", f

"cardinality": {

"field": "system.auth.ssh.event"

2

i

3
3
}

GET filebeat-*/_search
{
"size": O,
"aggs": {
"NAME": {
"terms": {

"field": "system.auth.ssh.event"

"size": 10

}

"took": 3,

"timed_out": false,

"_shards": {
"total": 1,
"successful": 1,
"skipped": 0,
"failed": 0

1,

"hits": {
"total": 93549,
"max_score": 0,
"hits": [J

1,

"aggregations": {

" ",
NAM

}
}

©2018 Elasticsearch, Inc., Proprietary



}
}

GET filebeat-*/_search
{
"size": 0,
"aggs": {
"NAME": {
"cardinality": {
"field": "system.auth.ssh.event"
}
}
}
}

GET filebeat-*/_search

"size": 0,
"aggs": {
"NAME" + ﬂ
"terms": {

"took": 8,

"timed_out": false,

"_shards": {
"total": 1,
"successful": 1,
"skipped": 0,
"failed": @

})

"hits": {
"total": 93549,
"max_score": 0,
"hits": []

1,
"aggregations": {

"NAME": {
"doc_count_error_upper_bound": @,
"sum_other_doc_count": 0,
"buckets": [

"field": "system.auth.ssh.event",
"size": 10

"key": "Invalid",
"doc_count": 10625

GET /_settings/index.version.created
GET _xpack/license
GET server-metrics/_search

PUT _ingest/pipeline/plus_one_year
{
"processors": [
{
"script": {
"lang": "painless",
pm— . ummn

"key": "error:",
"doc_count": 45

"key": "Accepted",
"doc_count": 38

©2018 Elasticsearch, Inc., Proprietary



"@timestamp": "2018-07-20T08:39:07.000Z",
"system": {
"auth": {
"hostname": "ip-172-31-13-50",
"ssh": {
"geoip": {
"continent_name": "Asia",
"city_name": "Shenzhen",

n . ", " n
system.auth.ssh.event: "exists" | BECEIERlCIg 2 N cour.ltr'y_lsozco?e : TONT, "
region_name": "Guangdong",

filebeat-* v "location": {
) "lon": 114.1333,
Selected Fields "lat": 22.5333

? _source 1,000 }

5
"ip": "36.36.201.21",

Search... (e.g. status:200 AND extension:PHP)

Available Fields

© @timestamp e "event": "Invalid"

_id r_”_”_][ “ ",z n " "
2018-06-23 08:00 pid": "725A67
"user": “nexus",]

"timestamp": "Jul 20 08:39:07"

"hostname": "ip-172-31-13-50",
"name": "ip-172-31-13-50",
"version": "6.3.0"

"name": "ip-172-31-13-50"

©2018 Elasticsearch, Inc., Proprietary
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Job Details Analysis Configuration Datafeed Edit JSON

Datafeed job ©

Query ©

"terms":{"system.auth.ssh.event":["Invalid"],"boost":1}}

©2018 Elasticsearch, Inc., Proprietary
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Add new detector

Description ©

function © field_name © by_field_name ©

high_count > system.auth.ssh.ip

over_field_ name © partition_field_name © exclude_frequent ©

©2018 Elasticsearch, Inc., Proprietary



Influencers ©

system.auth.ssh.geoip.country_iso_code
system.auth.ssh.geoip.region_name
system.auth.ssh.ip
system.auth.ssh.method
system.auth.ssh.signature
system.auth.sudo.command

system.auth.sudo.error
system.auth.sudo.pwd
system.auth.sudo.tty
system.auth.sudo.user
system.auth.timestamp
system.auth.user
system.auth.useradd.home
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Watch JSON ( Syntax )

1Y
197
198
199
200
201
202
203
204
205 ~
206 ~
207 ~
208
209
210
211
212 ~
213 ~
214 ~
215
216
217
218

}
}
b

"condition": {
"compare": {
"ctx.payload.aggregations.bucket_i

}
}
b

"gt": @

"actions": {
"log": {
"logging":

}

"level": "info",
"text": "Alert for job [{{ctx.pc

Edit Simulate Simulation Results

Simulation Status: ¥ OK
ActionType Mode State  Reason

log logging simulate « OK

Simulation Output:
1-f
"watch_id": "_inlined_",
"node": "@CZaRj4AR_Gzuex-sDESXw",
"state": "execution_not_needed",
"status": {
"state": {
"active": true,
"timestamp": "2018-07-20T15:57:50.132Z"
1,
"last_checked": "2018-07-20T15:57:50.142Z",
"actions": {
"log": {
"ack": {
"timestamp": "2018-07-20T15:57:50.132Z",
"state": "awaits_successful_execution"
} ] at [{{ctx.payload.
}
1,
"execution_state": "execution_not_needed",
"version": -1
1,
"trigger_event": {
"type": "manual",
"triggered_time": "2018-07-20T15:57:50.139Z",
"manual”: {
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E] rt_ssh_brute_force

10,662 ok

opened

Job settings Job config Datafeed

Counts

JSON Job messages Datafeed preview

Forecasts

General
job_id
job_type
job_version
groups
description
create_time
established_model_memory
model_snapshot_retention_days
model_snapshot_id
results_index_name
state

open_time

Actions

rt_ssh_brute_force
anomaly_detector
6.3.0

realtime

2018-07-04 10:49:15
636.9 KB

1

1532073064

shared

opened

448534s

Validate Job @
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Top Influencers Anomaly timeline

 system.auth.ssh.ip Overall .

199.167.72.76 2018-06-212018-06-232018-06-252018-06-272018-06-292018-07-012018-07-032018-07-052018-07-072018-07-092018-07-112018-07-132018-07-152018-07-172018-07-192018-07-21

Discover —— 08

54.254.210.44 . : Imits « | (sorted by max anomaly score for July 18th 2018, 08:00)
Visualize o3 View by: system.auth.ssh.ip ~ Limit: 10 (Sorted by max anomaly e for July 18th 2018, 08:00)
Dashboard

[ 151 ]
220.130.137.43
[ o0 ]

— ()

Timelion 213.236.22966
— Q] 2018-06-212018-06-232018-06-252018-06-272018-06-292018-07-01 2018-07-032018-07-052018-07-072018-07-092018-07-112018-07-132018-07-152018-07-172018-07-192018-07-21

Canvas 200.144.182.54 v

— 131 Anomalies
APM
119.28.56.71 Severity threshold: warning v Interval: Auto v Show Charts
—
Machine Learning 82 X . . . X
high_count over "system.auth.ssh.ip" - system.auth.ssh.ip 213.246.249.66 @ View high_count over "system.auth.ssh.ip" - system.auth.ssh.ip 5.188.10.156 @ View '

147.135.9.129

Graph — ) (632 | 260 ® 30
136 ]
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Dev Tools 72
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time max severity detector found for influenced by actual typical description
— O)()

bot v | July 18th 2018, 23:00 A 87 high_count over "system.auth.ssh.ip" 213.246.249.66 system.auth.ssh.ip: 213.246.249.66 | 246 1.03 4 More than 100x higher,
musicbo!

—3()

Description:
critical anomaly in high_count over "system.auth.ssh.ip" found for system.auth.ssh.ip 213.246.249.66

Bot
48 Details on highest severity anomaly:
system.auth.ssh.ip: 213.246.249.66
time: July 18th 2018, 23:50:00 to July 19th 2018, 00:00:00
function: high_count
actual: 246
typical: 1.03
job ID: rt_ssh_brute_force
probability: 6.725179263297747e-53
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<] Logout
Influenced by:

o Collapse system.auth.ssh.ip 213.246.249.66
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° 213.246.249.66

system.auth.ssh.event

Color
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system.auth.ssh.ip

Color

Icon Eoamaft?2xa
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64.26.67.175

213.246.249.66

system

Invalid

oracle

200:144.182:54 ,199.167.72.76

54.254.210.44

51.38.114.111
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172.86.65.73
220.130.137.43
‘ 119.28.56.71

64.26.67.175

213.246.249.66
199.167.72.76

Invalid

200.144.182.54
54.254.210.44

oracle
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119.28.56.71

172.86.65.73

220.130.137.43

64.26.67.175 system

©2018 Elasticsearch, Inc., Proprietary



5w 1 {ESSE

rt_port_scan 3,642,361 started 2018-07-21 00:09:50
rt_ssh_brute_force 10,665 started 2018-07-21 00:00:10
rt_unusual_login_location 36 started 2018-07-19 08:37:18
rt_unusual_login_time 36 started 2018-07-19 08:37:18

rt_unusual_process 7,495,861 started 2018-07-21 00:04:59

Detectors Detectors
rare by "system.auth.ssh.geoip.city_name"
high_distinct_count("dest.port")
Influencers

Influencers . , .
system.auth.ssh.ip, system.auth.user, system.auth.ssh.geoip.country_iso_code,

s ip system.auth.ssh.geoip.continent_name, system.auth.ssh.geoip.city_name

Detectors Detectors

rare by "system.process.name"
time_of day by "system.auth.user"

Influencers

Influencers system.process.cmdline, system.process.cwd, system.process.username,

system.process.state

system.auth.ssh.ip, system.auth.user
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https://www.elastic.co/solutions/security-analytics

Auth Logs
Download & Unpack packages Close A\

Audit Events

ArcSight Elasticsearch m Packetbeat

DNS Traffic

NetFlow

( 2 ) Get started Details v/

. 3 ) OpenKibana. Play. Details \/
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https://www.elastic.co/products/x-pack/machine-learning/recipes

IT Operations

Service Response Change
(Response Code)

Analyze response code metrics to detect

service issues

Learn More

Security Analytics

Suspicious Process
Activity (Host)

Analyze endpoint proxy logs to detect rare
processes

Learn More

IT Operations

System Metric Change
(CPU Utilization)

Analyze CPU metrics to detect system
problems

Learn More

Security Analytics

HTTP Data Exfiltration
(Proxy)

Analyze web proxy logs to detect HTTP
exfiltration

Learn More
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Security Analytics

DNS Data Exfiltration
(Tunneling)

Analyze DNS logs to detect DNS Tunneling

Learn More

Security Analytics

Suspicious Login Activity
(Volume)

Analyze server logs to detect brute force
login attacks

Learn More
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