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- JSON{E9 HERVHAE T,

\@i@/_"\ ut 7<7G1I:IIU\ .

o time: HE&EF4ERT(E] , 1ISO86011&=(,
. level : HEZY: , FATAL. ERROR. WARN,
INFO. DEBUG

 app_id : NFHid , BFirBERER , SRS
W—E, BB ).InE N =8, 2FE—
« instance id : 3Cflid , BFX o E—MNEBANE
o], ISR TR
* jsonBYmapping NIRFFAZE : keyA~BE
e, MY, valuefISEBItB (R
AT,

{

“time™: "2018-06-18T703:00:00.002Z",

"app_id": "main.community.dm?2’,
"instance_id": "dm2-5175-698475c848-qpS5gq”,
"level™
"log": " request /x/web-feed/feed/unread succeed’,
“thread_name": "pool-1-thread-245",

"INFO",

"reg":{
"bucket": "upgcxcode”,
"mission_id": "150e5febb606242554d408248481035¢",
"'msg": "celery:root_calloack:called”,
"request_id": "c9d9992f-527a-4e79-b176-0763d4408c8d",
"sid": "50001",
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log agent
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logstash:
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filebeat:
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’:( memory/file cache }—T

APP

xxx.log
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- 109
- Mkafkai§ZHE , #BITHE , BA
elasticsearch,
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@2006.01.02
© D IRRFL:
« billions-index: B , golangH %k , 1B4E
& , thaes, AIEFMtS1E,
- BEISEFERIHEE (log agentit& )

- logstash : esEFAHG , E:ﬁrubyFFZi
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- ANERIERREHEIEERNEE
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* memory channel yBEZE,
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- FESIEER : { :
o I FEEFelasticsearch i & i
* master node + data node(hot/stale) + |, { l
client node | . billions index | : cluster operation | | kibana
- BHEENERTH->21T —
° Index}%ﬁﬁ_%ﬁug ' E:_Ftemplateﬁ | master Al client
{Tmapping & =

——— 1 logstash

- F=EFkibana



GAF.0-FEFIIEER

2,099 hits New Save Open Share < Olast12hours >
ssmas
flabrites
April 15th 2018, 09:17:15.641 - April 15th 2018, 21:17:15.642 —  Auto N
Selected Fields
trace_id m
- t
3 «
level <
Available Fields
@timestamp 2 B . , .
. @timestamp per 10 minutes
_index Time level log trace_id
score b April 15th 2018, 21:15:53.000 |ERROR [RC_ALARM] [deMcLock]emencache BIXSkM msg=NOT FOUND 4d2a6aabdbes943
e FROERE
b April 15th 2018, 21:15:52.000 [ERROR [RC_ALARM] [addMcLock]emencache S msg=NOT STORED = 64b94a6c9225F47d
app_id BRX
app_name b April 15th 2018, 21:15:52.000 |ERROR [RC_ALARM] [addMcLock]emencache S5 msg=NOT STORED 64b94a55b45C3F61
instance_id
- b April 15th 2018, 21:15:12.000 [ERROR KEARTHE | BIMRERY | position:delTitledrc\common\logic\TitleBaseService | params:{"uid":7140530,"title_id":29} bSae4cd286F3b43

AT | BIRAESK | position:delTi Dashboard / Eff&EOSHER Share Edit < O Last1hour >

April 1Sth 2018, 21:14:36.000 [ERROR [RC_ALARM] [de1McLock]emencache B E5EI

April 1Sth 2018,

(o}

April 15th 2018, 21:14:35.000 [ERROR KEAGHE | BIBKESM | position:delTi

April 15th 2018,

[RC_ALARM] [addMcLock]€memcachesfsei m|
© @ /area/livelist 1 © ©01t00.005

/mobile/rooms @ 0.005 to 0.01

April 15th 2018, 21:12:20.000 [ERROR [RC_ALARM] [de1McLock]Ememcache BREEM JroomA1/room/all... n @ 0.01 to 0.02

April 15th 2018, 21:13:15.000 [ERROR [RC_ALARM] [addMcLock]emencache fgtst mf

April 15th 2018, 21:11:51.000 [ERROR [RC_ALARM] [addMcLock]€mencache nsksci mf /I /Appindex/home 0.02 to 0.05
/area/home 0.05t0 0.1
\ @ /api/player )0.1to 1
[RC_ALARM] [deMcLock]emencache BIREEHR @ /AppRoom/msg ®1t010

April 1Sth 2018, 21:11:43.000 [ERROR

" | B 4% | position:delTi

April 15th 2018,

fevent/track/loadi

/SpecialGift/roon
jaxs /list
@ /api/user_update
/assistant/LiveCheck
/event/playuv
fifapiffollowing http_path: Descending

E##api.live.bilibili.coff

o

Oto © ©0t00.005
@ 0.005 t0 0.01 @ 0.005 to 0.01
©0.01t0 0.02 ©0.01 t0 0.02
0.02 to 0.05 0.02to 0.05
0.05 to 0.1 0.05t0 0.1
1to1 $0.1to1
®1t0 ®1t010

WRHT Htop20

e
&
[-3
2
&8
=
-
%
=

]
a
a

.

http_path: Descending

0 to 0.005
@ 0.005 to 0.01
@ 0.01 to 0.02

0.02 to 0.05

05 to 0.1
®01t01
@®1to10

http_path: Descending

© 90100005
@ 0.005 t0 0.01
@ 0.01 to 0.02
0.02 to 0.05
0.05t0 0.1
®0.1t01
®1to10
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o (B8R : AN{A] T RRESERINSITIRE ?
IR . Xpack + Eiffi5iE + esE &

* JAHes apisRERXRIETIET
e €s api -> es exporter -> prometheus ->

\, cluste node
- BRNE
VIYYN I . KRS (Vellow) KBRS (Red) F———

* node num : Yellow Red 40 s
° S h a rd n u m Shard R i active_primary unassigned relocating initializing MNE|HN
* heap usage/ GC

 thread active/rejected 13177 8702
* taskin queue e S i " =

* node index rate cPuER ‘ heapPyE L . EMRBRLH
« host load ' [ v :

I E N 1530 2 : 2 : 2 : 15:00 15:30
* E 1 l:;\ i 1F\ — esiti2{Ef hzxs-billions-index-01-clientnode haxs-billions-es-03-datanode_hot . . X — haxs-billions-es-06-datanode_stale /mnt/storage01 (/dev/md0)
- esiti2{f hzxs-billions-index-02-clientnode hzxs-billions-es-20-datanode_stale - . ¥ == hzxs-billions-es-09-datanode_stale /mnt/storage01 (/dev/md0)
. H — esiitf2{#fA haxs-billions-es-01-datanode_hot haxs-billions-es-04-datanode_stale . X y haxs-billions-es-01-datanode_stale /mnt/storage01 (/dev/mdo0)
® fa ke a p p . 6 O I O g S/ m I n — esiti2{#f hzxs-billions-es-01-datanode_stale hzxs-billions-es-16-datanode_stale I X Y — haxs-billions-es-17-datanode_stale /mnt/storage01 (/dev/md0)

old gciik young gcilk young gcfiig]

r T TR, (el eidonictiioilidiod i e sndizhed AT L AL 0 AL AR
H“ ! 1” ” n Il l”m n " ZS‘UMM \Hll«:l I j!'I]I'li‘f MHI‘:

|

15:00 1530 : 2 : 2 : 15:00

= hzxs-billions-index-01-clientnode = hzxs-billions-index-01-clientnode 173 ms
73ms

== hzxs-billions-index-01-clientnode
= hzxs-billions-index-02-clientnode == hzxs-billions-index-02-clientnode == hzxs-billions-index-02-clientnode
= hzxs-billions-es-01-datanode_hot = hzxs-billions-es-01-datanode_hot 2s

= hzxs-billions-es-01-datanode_hot
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* Ttlog agentd BN Y HEKFINEE

- Hi&KE L app_id/94ERE , RXIINFOZFILAT B THEH K
« KEFERRFEEREFLD | SHFSERN

ARAID:

key:

value:




:L,\,?fo,'] O Qﬁ-shard

I.I.IJ

« | -
. es index shardSREEH—E0E ( 5*2 , 5 primary , 5 replica )
« shard2BHHER ( RfFE. X4 ) |, Z0EE/\Mlindex;ig B E2EE 5 shard

. Hitindexf9B AXIEEEA , SEEE N shardiT X |, XHSEMRENEEAZRME, HEWE
write IOSEFRE/EMN=s L.

o« FEIR . FFAzshard mngiEiR
- 12 Hu—%@JLmdex
* template—EEHF—IX
« shard_num = max(avg(last 7 days) / 30GB , 2)

. EERfshardIERET70%+ , HERIOFERBEMNEY
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I‘EUEFE
- HEEAIER ? 2/EK"?
- H—EH T RRE ( log agent? lancer? Index? )

- fRR . HERGRE
- BB—appfEET , iIRIEAEENE , RIS ERUEHANEERE
- ZEBR{EHIARNSTE
- HBISCHL 7 log agentfllindex EHYSTE
« metric: {

. "appld": "main.app-svr.stat-job",
{appld, timeRangeKey, source, status} counter “imeRangeKey': "1 529586500"
"counter": 195,
"source”: "bilions_index_json’,
“status™: "received"”



billions lancer5

Sum of counter

Sum of counter

billions log

S ge1.0

appld:"main.community.reply-job"

gent collector5

A\ 5lanceri®

BY 4R
3@

Acacr

Y

1e5sende

time per 30 seconds

time per 30 seconds

©

No results found

LfE-

@ billions_index_json
og_agent_sender

®log a

0g_a,

ge
ag
&

ent_collector
ent_sender

billions index lar

Sum of counter

billions lo

Sum of counter

billions index

V

time per 30 seconds

time per 30 seconds

©

No results found

@ 201
@ received

og too long
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e

%Q;E1 O -AERnE

appld:"live.live.gift-service"

lanceri®EY 4R

billions lancerBEAS

® log_agent_sender
@ billions_index_json

m of counter

time per 30 seconds

billions log agent collectorE Acache5senderE Alancerifi

@ log_agent_collector
® log_agent_sender

m of counter

Su

20:45:00 20:50:00
time per 30 seconds

billions log agent sender JEIE IR

©

No results found

billions index lanceri®EY 5 #&AesiRZ&

<<<<<< @ received

- ® 201
5 00 000
€
3
- I
s
E__
3 2
wv

2 2 21:0
time per 30 seconds
billions log agent collector JEIE BIRZS
No results found
billions index Ees3EIE IR
400

Sum of counter

time per 30 seconds
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wms IBE iR GRAN [E48LL
=18 . o < 0
 |OJ@A : 1 RIEHIE (BRI ) 3.66 100%
. Eﬁﬂ@ =017, 2 R ABESER A BB \ €5 1.93GB 53.6%
7 Z . 3 2 > I fappdisable all ( #Z=AER 1.4GB 38.8%
« FRRGER . WKISBEFER , BREBHTETER )
. !ndex settmqs: _all.enabled: false o 4 3 b (Agmapping ( B 11GB 30.5%
* index dynamic_templates : only text for string fields 3|==E} )
+ stale node
« index.codec: best_compression S 42 F BIEERES AR 771.6MB 20.9%
. ) - best _compression
- EHIXindex force_merge
- R

* 53.6% ->20.9% , ME SR TE
60%
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APP in docker APP
' agent.sock

log agent

BERE R s Vit
collector sender
memory/file cache

listen on tcp/udp

PR ES

\ RBEL
billions index

5

nER
‘ o
S ERERE
HiRweb
kibana
Elasﬁcsean'l;h
master node
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« X-Pack alert module

- INgexmE | (E2WE

- AR, AIESEENE
* Yelp/elastalert

- FFAES ( 4K+star@github )
o Il/t::f"\*qjﬁlé::%"
miljT I T =283

* 7 ﬁg / }‘315—}//(1 72';
- lxZR % Eelastalert




E|::LI,:\J'JI:EL T -elastalert|o]g

ElastalertH BiA R E—LE o) R FHER

« Ao TR
« BASCAIZENY , ANBEIKET B |, FoiXfailover
 Rules{KEFECE S FZE , RAdD
s ZHEAS
« RuleficEBInLLicE 4~
« AFFapiticErule

* rulesERTTHIAT , I




E|::LI,:\J'JI:EL T-elastalert _ /" A&

* rulesfZA\elasticsearch

o INIEHINEETFAERIEURERE ( elasticsearch )
im?JEITrule?_ fEAIRT SR |, B 9elastalertBy o FzCSEILH
TS

. ,--—_—zookeeper*ﬂ, ST UERM
1? T RaANEzKER |, FiaiEworker listgyES

« & £BME—uniq_id
* uniqg_id = pos in sorted([worker...])
o FHm¥KErule list

 rule list = [rule for rule in all_rules if hash(rule.id) % worker_count ==
uniq_id

B EzkE
IR 55 2

T AGEME?

ES

B

i
E—

L REREIR?

n,f J

FAHTRREE | ) o listR 4T : .
T89rule list »< wr W
e
ES
AR Trules
ES
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H ::L!,:\ ﬂlﬁfl:ﬁi-elastalert_//’( Y3

- [FEECEERE
- AN AERRFERARERRA TR | LIEEERESRE.

* Restful API
+ R H—ERestful apiH{Tini=ANIRIEHSE
« FARwebREHFHITIRELE

« 5 EIREREEY S (skyeye)EERK

- IREHEISTVEE ( ZIEE. N)




*

PAAS

CURD Api

Rule Template

register && watch worker list
and
compute worker id

Zookeeper

/billions/log_monitor/workers/xxx

get rule set by worker id

rules in Elasticsearch
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o

SERN index B

mall-marketing WARN 332 billions-mall-marketing-@*

o AER

>

[IMImsg_sv B E billions-bplus-access-msg_svr-@* 2 {82

docker-sIbi billions-slb-error-@* 2 8k
open.pay.open-bcoin WARN 2% billions-openplatform-pay-bcoin-@* 2 8

e

paylog-applez ginx-Ib3ESxxiR # billions-game.tgameops.proxy-cross-@*

DB H &query_time X F1s7 B/ F1 billions-db-mysql_slow_log-* 2 B
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BE5iR%: bpay ERRORIGE

BRETI2RSHE,

MR
@version:

HOSTNAME: pay-task-02
host: 172.18.1.122
level: ERROR
level_value: 40000

logger_name:

i - F R E A

Ff[E):2018-03-21 08:05 (STE2018-03-21 08:06 CST

com.bilibili.common.helper.ExecuteHelper

message: [E=ARNTRRSZTWRLET]rechargeOrderNo=201803210805529135920418, channel=1, [E=A%HTETHRSEL]EARORERYE, retry=3

stack_trace:

java.lang.RuntimeException: [B=AZHTRLZTWERLSEL]ERBORERH

at com.bilibili.bpay.service.service.impl.PayRechargeOrderServiceImpl.triggerSyncSingleTradeQuery(PayRechargeOrderServiceImpl.java:121) ~[bpay-
svr-service-1.0.0-SNAPSHOT. jar:na]

at
at
at
at
at
at
at
at
at
at
at
Caused by:
at
at

com.bilibili.
com.bilibili.
com.bilibili.
com.bilibili.
com.bilibili.
com.bilibili.

bpay.task.worker.TradeQueryWorkers$l.executeWithoutResult(TradeQueryWorker.java:98) ~[TradeQueryWorker$l.class:na]

common. helper.ExecuteHelper$ExecutableWithoutResult.execute(ExecuteHelper.java:142) ~[bpay-svr-common-1.@.0-SNAPSHOT. jar:na]
common. helper.ExecuteHelper.execute(ExecuteHelper.java:47) ~[bpay-svr-common-1.0.0-SNAPSHOT. jar:na]
bpay.task.worker.TradeQueryWorker.callBpayRechargeResultApi(TradeQueryWorker.java:91) [TradeQueryWorker.class:na]
bpay.task.worker.TradeQueryWorker.execute(TradeQueryWorker.java:71) [TradeQueryWorker.class:na]
bpay.task.consumer.RabbitConsumer.lambda$run$1(RabbitConsumer.java:45) [RabbitConsumer.class:na]

java.util.concurrent.ExecutorsSRunnableAdapter.call(Executors.java:511) ~[na:1.8.0_60]
java.util.concurrent.FutureTask. run(FutureTask. java:266) ~[na:1.8.0_60]
java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor. java:1142) ~[na:1.8.0_60]
java.util.concurrent.ThreadPoolExecutor$iorker. run(ThreadPoolExecutor. java:617) ~[na:1.8.0_60]
java.lang.Thread.run(Thread.java:745) ~[na:1.8.0_60]

java.lang.RuntimeException: MbpayiREI5iRES: -113WE L

com.bilibili

.bpay.persist.dao.impl.BiliAPIDaoImpl.syncTradeQuery(BiliAPIDaoImpl. java:129) ~[bpay-svr-persist-1.0.0-SNAPSHOT. jar:na]
com.bilibili.

bpay.service.service.impl.PayRechargeOrderServiceImpl.triggerSyncSingleTradeQuery(PayRechargeOrderServiceImpl.java:118) ~[bpay-

svr-service-1.0.0-SNAPSHOT. jar:na]

tag: bpay-svr-task

thread_name:

. 11 common frames omitted

pool-6-thread-1

HE#EE: data.bilibili.co/pegasus/feed/xx request_time>0.2s tEG:REE

Ehttp_path=/pegasus/feed/158, [LHEBETEE, HAILESIMN: 29.53% (EETHEO%-10%), §718):2018-03-20 22:01 (STE2018-03-20 22:11

CsT
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it

2% 5o Rt NPT

|

000161 +timestamp+log

app_id level level log_id
live.live.activity-service 1 + 1 000161
ZiFapp B live.live.relation 2 2 000162
RIEAERT, BHFllancerddfilog stream log agent
lancer '\\
\
kafka / \
topic topic
000161 000162
] —
kibana f \ topic es
T topic_000161 cluster01
o ZHLBRH
i Bl e RIEBARIGREE \ER R
@E’ = . ' . topic_000162 cluster02
ES mng ES cluster1
cluster level 1
BmE
ESEEEH e (1) SEQTVRE—BEKEE, AXRE, S&XH0
kibana —RRBFIBE BERFNAE (2) M—-WEBERY, —~BVEROAEBERY
index template: BIESCATA®A: BlA&N0 SHAS: BlAN1 — R B (1) —MAZVRIEERS, FEH0, FHEI14
SRENRY HHAS: BN EHER: BIEN
AGEE BERE AERRE

AERRE




S ge1.0+ ZRigE
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RE

R i,
APP in docker APP
agent.sock

log agent

BERE RS p3 TR
collector sender
filesystem cache

xxx.log

logstash
listen on tcp/udp

WILEE

%

REBER
billions index

H#web

kibana

NS

tribe node

—

Elasticsearch Cluster 1

Elasticsearch Cluster 2

Elasticsearch Cluster Mng




RRL=R-HEAHES

- NRATZRFMEATA ? ? ? ? ZELISERIEHRR
- HIEAE - AEEHE




RRL=R-HEAHES

root@shylf-k8s-node-50:/data/lancer/collector/data # telnet 127.0.0.1 5555
Trying 127.0.0.1...

Connected to 127.0.0.1.

Escape character is 'A]’.

AR B A N B VAR B B—
I N N I N I B
[ S I I B AV I I B
R PR I U A B B PR
NN I PR [ VS D NS DU R U ) —

EHE —appE EXRB/AUT @S get app_id
eg: get ops.billions.test

§ get main.app-svr.app-resource

0000531529584242220{ " app_id": "main.app-svr.app-resource"”,“caller”:"","env":"prod"”, "err":"","instance_id" : "app-resource-13430-7585988578-7nnph", "ip":"210.47.223
dd445e4118f f5cdcf\udd26actionKey=appkey\udd26appkey=27eb53fc9058f8c3\udd26build=6790\udd26device=phone\u@d26mobi_app=iphone\u@d26platform=i0s\udd26sign=017af42
ry/net/http/blademaster.Logger. funcl:55", "stack": "\u@@3cnil\u@d3e","time" : "2018-06-21T20:30:42.2206", "title":"/x/v2/notice", "traceid" : "8737898799968589385", "ts

0000531529584242228{ " app_id" : "main.app-svr.app-resource"”,"“caller":"","env":"prod"”,"err":"","instance_id" : “app-resource-13430-7585988578-7nnph", “ip" : "183.198.19
11d=5271000\udd26channel=0ppo\udd26mobi_app=android\u@d26plat=0\udd26plat form=android\udd26sign=0d940bSab446fa4bd597c214b8b69b2\udd26ts=1529584242\udd26type=0
nil\u@@d3e","time":"2018-06-21T20:30:42.228467" ,"title":"/x/v2/notice", " "traceid" : "8549206342070341369", "ts" :0.000084016, "user" : "no_user", "zone" : "sh@d1"}

0000531529584242234{"app_id": "main.app-svr.app-resource",“caller”:"","env":"prod","err":"", "instance_id" : "app-resource-13430-7585988578-7nnph", “ip":"111,193. 20
build=5271000\udd26mobi_app=android\u@026platform=android\u@d26sign=b63bd3f5ba20414befece59ffb54683a\udd26ts=1529584242" , "path":"/x/resource/sidebar","ret":0,"
30:42.234296","title":"/x/resource/sidebar","traceid":"7355241632064734453" , "ts" :0.000049583, "user": “no_user", “zone" : “sh@01"}

0000531529584242239{"app_id": "main.app-svr.app-resource"”,“caller”:"","env":"prod"”, "err":"","instance_id" : "app-resource-13430-7585988578-7nnph", "ip":"124.238.20
ml5_app_bili\u@d26mobi_app=android\u@@26model=vivo+X6S+A\udd2601d_id=tBXA1vOEeQDWVvS1YMZX2FtYD¥2FGNvI%3D\u@026sdkint=23\udd26seed=0" , "path":"/x/v2/version/updat
18-06-21T20:30:42.23917","title":"/x/v2/version/update”, "traceid" : "3366829276821008277" , "ts" :0.000094224, "user" : "no_user", "zone" : "sh@d1"}

0000531529584242244{"app_id" : "main.app-svr.app-resource”, “caller”:"","env":"prod", "err":"-304", "instance_id" : “app-resource-13430-7585988578-7nnph" , "ip":"36.249
3436\ud026build=5270000\udd26mobi_app=android\u@d26platform=android\udd26sign=b0e739bcf592e43f62e350d5ec761902\udd26ts=1529584242\udd26ver=3701788055118495150"
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