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About

e Medcl

e Nitp://github.com/medcl

e hitps://elasticsearch.cn/people/medcl

e Elastic

 http://github.com/elastic

e Nitps://www.elastic.co
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Cumulative downloads of the Elastic Stack (Elasticsearch, Kibana, Beats, Logstash) and X-Pack
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Elasticsearch
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Logstash
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Beats

Filebeat - HE N4

Packetbeat - PN ZZIRIRHT B BEFT

¢ Elasticsearch

Metricbeat - PR 23 %

Winlogbeat - windows 4 H&

execbeat elasticbeat
apachebeat httpbeat

nagioscheckbeat

nginxbeat

dockerbeat

and many more!

¢ Logstash
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Kibana

. Web Analytics New Add Save Open Share Options Reporting ® May 17th 2015, 01:25:56.118 to May 20th 2015, 16:30:12.613
QUOELER (a |

Discover Total Visitors Response Code by Time Response Code by Country

HDELGE!

Overview Indices Nodes 10seconds (@ ~ 8 days ago to ~ 5 minutes ago

K Clusters / 6eda84bb629¢f918d4dca1b10801b372 / Elasticsearch
®

140 © @200 ©200 ® 3xx @ 4xx @ 5xx 2R A Nodes: Indices: Memory: 204MB / Total Shards: Unassigned Shards: Documents: Data: Uptime: 2 Version:
sl visualize @ 3xx (A 1 21 396MB 64 31 2,310,694 1GB days 5.0.1
0 Visualize
120 XX
@ Dashboard 9 986 ‘ Dashboard
! ' . g Search Rate (/s) Search Latency (ms)
% Graph &
P Total IPs 3 Graph 08 08
Monitori 80 5 M Total Shards M Search Latency
S g Monitoring 0.6 0.6
S 0.4 0.4
. o
Timelion Unique Visitors 60 : 1 Timelion
-] 0.2 0.2
Management " & Management 0 0
g Nov 11 Nov 12 Nov 13 Nov 14 Nov 15 Nov 16 Nov 18 Nov 11 Nov 12 Nov 13 Nov 14 Nov 15 Nov 16 Nov 17 Nov 18
c
2OTUEE Z Dev Tools
1,750 2
Unique IPs O ) Indexing Rate (/s) Indexing Latency (ms) o
2015-05-17 17:00 2015-05-18 17:00 2015-05-19 17:00 S 125 0.4
@timestamp per hour : 10 M Total Shards M Indexing Latency rw
B M Primary Shards 0.3
g 5 ™A
Traffic by Country & OS Bytes vs. Time & s 0.2
€) @ United States @ United States @ China @ Germany @ France @ United Kingdom . 0.1
® France (A) ‘ '0 .
® Sweden % Nov 11 Novi2  Novi13  Novi4  Novi5  Nov16 Nov 11 Novi2  Novi13  Novi4  Novi15 Novi6  Novi7  Nov1i8
@ Germany 30 g
@ India v g
9 elastic ® Windows 7 e ° .
= ® Linux $ 3 & clastic Shard Activity
®i0S6.0 e .
— S . . . "
=] Logout @ Windows XP g <] Logout Index Stage Total Time Source < Destination Snapshot / Repository Files Bytes Translog
© Coliapse @ Ubuntu 2 10
® Mac 0S5 X 10.9 © Collapse There are currently no active shard records for this cluster. Try viewing shard history.
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Extracting useful, valuable information is hard

Search
Aggregations

Visualization

Machine Learning
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Machine Learning Is:

» a broad umbrella term for a variety of techniques and technologies
» a (often misused) marketing buzzword
* Many applications

o Image recognition

o Language translation

- Recommendation

- Anomaly Detection
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Machine Learning®

Algorithms and methods for data driven prediction, decision making, and modelling

Supervised Learning Unsupervised Learning

Prediction based on examples of No explicit target, only data, goal to
correct behavior model/discover

Semi-supervised Learning Transfer Learning

Supplement limited annotations with unsupervised learning How to apply what you have learned from A to B

Active Learning . .
Reinforcement Learning

Learn to query the examples actually needed for learning

Learning to act, not just predict; goal
to optimize the consequences of
actions

".,o elastic '"Machine Learning Overview, Tommi Jaakkola, MIT



Machine Learning®

Algorithms and methods for data driven prediction, decision making, and modelling

Supervised Learning Unsupervised Learning

Time Series
Anomaly

Prediction based on examples of No explicit target, only data, goal to Deitegiion
correct behavior model/discover

Semi-supervised Learning Transfer Learning

Supplement limited annotations with unsupervised learning How to apply what you have learned from A to B

Active Learning . .
Reinforcement Learning

Learn to query the examples actually needed for learning

Learning to act, not just predict; goal
to optimize the consequences of
actions

".,o elastic '"Machine Learning Overview, Tommi Jaakkola, MIT



Has my order rate dropped significantly?
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IT Ops KPI

_type:kpi
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Average Orders per Min
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New Save
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Open Share
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time per hour

Refresh @ February 1st 2016, 21:38:25.572 to February 8th 2016, 23:36:55.113
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Has my order rate dropped significantly?
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Learn models from past
behaviour (training, modelling)

Use models to predict future
behaviour (prediction)

Use predictions to make
decisions

elastic
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ALERT #2451:

Time: Feb 6th 2016, 15:05
Severity: 94

Description: Critical anomaly in
KPI orders per min

Actual: 280

Expected: 1859
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Actual value @ 15:05 = 280

& g 8 8 H

Probability = 0.0000174025




Entity Profiling

10.12.211.69 - - [01/]an/2016:00:07:21 +0000] "GET /css/ccc_style.jsp HTTP/1.1" 200 19196 "https://www.prelertstation.com/" "Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.0.5) Gecko/2008120122 Firefox/3.0.5"
10.12.211.69 - - [01/]an/2016:00:07:22 +0000] "GET /js/openWin.js HTTP/1.1" 200 2272 "https://www.prelertstation.com/" "Mozilla/5.@ (Windows; U; Windows NT 5.1; en-US; rv:1.9.0.5) Gecko/2008120122 Firefox/3.0.5"
10.12.211.69 - - [01/]an/2016:00:07:22 +0000] "GET /css/themes/ HTTP/1.1" 404 988 "https://www.prelertstation.com/" "Mozilla/5.@ (Windows; U; Windows NT 5.1; en-US; rv:1.9.0.5) Gecko/2008120122 Firefox/3.0.5"

» Create ‘profile’ of status code responses for a typical client:
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Entity Profiling

10.12.211.69 - - [01/]an/2016:00:07:21 +0000] "GET /css/ccc_style.jsp HTTP/1.1" 200 19196 "https://www.prelertstation.com/" "Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.0.5) Gecko/2008120122 Firefox/3.0.5"
10.12.211.69 - - [01/]an/2016:00:07:22 +0000] "GET /js/openWin.js HTTP/1.1" 200 2272 "https://www.prelertstation.com/" "Mozilla/5.@ (Windows; U; Windows NT 5.1; en-US; rv:1.9.0.5) Gecko/2008120122 Firefox/3.0.5"
10.12.211.69 - - [01/]an/2016:00:07:22 +0000] "GET /css/themes/ HTTP/1.1" 404 988 "https://www.prelertstation.com/" "Mozilla/5.@ (Windows; U; Windows NT 5.1; en-US; rv:1.9.0.5) Gecko/2008120122 Firefox/3.0.5"

» Create ‘profile’ of status code responses for a typical client:
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503

500

status code

302
Dupper
U Median
10.12.140.16
304

404

time

v January 23rd 2016, 16:00

Description:

max severity detector

A 99 count

unknown anomaly in count found for clientip 10.12.140.16

Details on highest severity anomaly:

clientip:

time:
function:

job ID:
probability:
status values:

Influenced by:

clientip

10.12.140.16

January 23rd 2016, 16:00:00 to January 23rd 2016, 17:00:00
high_count

access_logs

1.16529e-43

404 (actual 4635, typical 4.17792, probability 2.79981e-29)
302 (actual 3502, typical 1.3176, probability 9.45046e-22)

10.12.140.16

found for

10.12.140.16







Try it yourself!
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X-Pack

G2 Machine Learning

it Catches What You Might Miss, All by Itself

Complex, fast-moving datasets make it nearly impossible to spot infrastructure problems,
intruders, or business issues as they happen using rules or humans looking at
dashboards. X-Pack machine learning features automatically model the behavior of your
Elasticsearch data — trends, periodicity, and more — in real time to identify issues faster,
streamline root cause analysis, and reduce false positives.

https://www.elastic.co/products/x-pack/machine-learning
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