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Logging Metrics APM Site Search Security

The Elastic Stack 7.0

Elasticsearch queries got faster, Kibana got a makeover, and that's just
the start. Dive into features like faster top k queries, nanosecond m
timestamps, Function Score 2.0, and so much more.
|
Download ‘ Read More
Deploy Elastic Cloud Enterprise 2.2 with role- Try new production-ready features like Analyze your geospatial data with the new
based access control and a Ul for cross- cross-cluster replication in 6.7. Maps app in Kibana.

cluster search.
Learn More ° Learn More ° Learn More °
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Dashboard / [Filebeat System) Syslog dashboard Fullscreen  Share Clone  Edit
w

Reporting <€ O October 10th 2017, 13:00:00.000 to October 11th 2017, 08:00:00.000 >

Uses lucene query syntax n
Add a filter +

Dashboards [Filebeat System)

Syslog | Sudo commands | SSH logins | New users and groups

Syslog events by hostname [Filebeat System] < Syslog hostnames and processes [Filebeat System] 7

Q

200

Count

16:00 19:00 2200 01:00 04:00 07:00 = p
CHmASIDP P Mo mwmsies © 1p-1000:9¢ @ systemd @ dhclient @ CRON @ snapd @ dbus
Syslog logs [Filebeat System) Ve
1-500f470 < >
Time - system.syslog.hostname system.syslog.program system.syslog.message
»  October 11th 2017, 07:50:05.000 ip-10-0-0-94 dhclient DHCPREQUEST of 10.0.0,94 on ens3 1o 10.0.0.1 port 67 (xid=0x3¢54b2d6)
»  October 11th 2017, 07:50:05.000 ip-10-0-0-94 dhclient DHCPACK of 10.0.0.94 from 10.0.0.1



Dashboard / [Filebeat MySQL) Overview

-

Add a filter +

Slow queries over time [Filebeat MySQL]
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Slow queries

1 e

10:45 1100 11:15 11:30

Otimestamp per minute

Slow logs breakdown [Filebeat MySQL]

1145

Fullscreen  Share Clone

€ ©Slow queries

< Error logs levels breakdown [Filebeat MySQL) P

Edit Reporting < O October 11th 2017, 10:39:45.832 to October 11th 2017, 12:00:10.824 >
Uses lucene query syntax n

< Error logs over time [Filebeat MySQL] s
€ ®Errorlogs
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Warm Cold

Hot

node.attr.box_type:hot

node.attr.box_type:warm node.attr.box_type:cold

AR = RE) RTIR
=i, AFEEILS Hhlc, RFHLELLEF {(KEC, MR
8Core+/64GB/2TB SSD 8Core+/64GB/4TB SAS 8Core+/64GB/6TB SAS

index.routing.allocation.require.box_type:hot
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Index Mapbin Index Alias
PPINS" Shard count Setting

Node Attributes Curator Replica Setting
1 Force Merge
Delete Index I\l\\\
Index Read- Shard Allocation
Index Template Only
Create Index Rollover Shrink Index

@ elastic



ILM(Index Lifecycle Management) SR{ESCRAIE KRS

Hot
trigger:

Index creation

Actions
Rollover:
7 days or 50 GB

Warm
trigger:

On rollover

Actions
Force merge segments

Shrink primaries to 1
Change replica number to: 1
Rellocate to nodes with
atrributes: warm_node

Cold
trigger:

30 days from rollover

Actions
Relocate to nodes
with attributes: cold_nodes

freeze index

Delete
trigger:

60 days from rollover

Actions
Delete index

7 e elastic
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Hot Phase - Index to my-1logs, Search on my-logs

Hot Nodes Warm Nodes Cold Nodes
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S| G EHIEE Index Lifecycle Management

Hot Phase - Rollover

Hot Nodes Warm Nodes Cold Nodes
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S| G EHIEE Index Lifecycle Management
Warm Phase - Shrink

Hot Nodes Warm Nodes Cold Nodes
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Warm Phase - Compress

Hot Nodes Warm Nodes Cold Nodes
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Cold Phase - Allocate

Hot Nodes Warm Nodes Cold Nodes
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Warm Nodes Cold Nodes




inAHAEIE Index Lifecycle Management

Hot Nodes Warm Nodes Cold Nodes




5| i BEHIERE Index Lifecycle Management

Warm phase Active

X Mo
Create an ||"|dex llfecyC|e p( You are still querying your index, but it is read-only, and Cold phase Active
. you are no longer updating it. You can allocate shards to - Timing for cold phase
Use an index policy to automate the four phase | " hard For f h Timing for w, v dex less f "
deleting it. Learn about the index lifecycle. ess performant hardware. For faster searches, you can ou are querying your >‘n ex less frequently, so you can days fromrollover 7
reduce the number of shards and force merge segments. allocate shards on significantly less performant hardware.
Because your queries are slower, you can reduce the Learn about timing
Name Learn about! number of replicas.
Deactivate warm phase
N d Deactivate cold phase No node attributes configured in elasticsearch.yml
o node
| You can't control shard allocation without node
Youcay attributes,
attribute g
Learn about shard allocation

Learn ab
Hot phase Active
This phase is required. You are actively queryin; Number of r Number of replicas (optional)
and writing to your index. For faster updates, yt
can roll over the index when it gets too big or t¢
old. By default, th By default, the number of

replicas rema replicas remains the same,

Shrink

% sl Delete phase
Shrink the index into a new index with fewer primary You no longer need your index. You can define when it is
shards. Learn more safe to delete it.

Force merge Activate delete phase
8 X For

Reduce the number of segments in your shard by merging
smaller files and clearing deleted ones. Learn more
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« BARBEARIRLAOEIEREE « LEIkRAS1.0.0: github.com/elastic/ecs
- SRS HHEE PIEBIEIIE

- SRNETUML. EREEDTEEN « WPt XARE

ECS Revision: 0.992 Group 1 Fields: 3 Group 2 Fields: 81
Group 1 (Must be populated) @timestamp

ecs_version
message

Group 2 (Must be populated to the max extent practical where event message contains relevant fields.)

event.category device.mac host.mac agent.id network.protocol source.mac destination.mac service.id resource.type
event.type device.timezone_offset  host.timezone_offset agent.name network.forwarded_ip source.ip destination.ip service.name resource.id
event.data_source_id device.ip host.ip agent.version network.inbound_bytes source hostname destination.hostname service.version resource.file_name
event.module device.network_interface host.network_interface network.inbound_packets source.domain destination.domain service.type resource.uri
event.organization_name device.hostname host.hostname network.outbound_bytes source,port destination.subdomain service state resource.url
event.organization_id device.type host.id network.outbound_packets destination.port service.query resource.path
event.id device.vendor host.type network.total_bytes service.response_code  resource.version
event.raw device.product host.sub_type network.total_packets resource.hash_value
event.hash device.version host.operating_system network.direction resource.hash_type
event.tags device.serial_number host.operating_system_version

event.labels device.action host.provider

event.duration device.rule_set host.availability_zone

event.severity device.event_id host.region

event.risk_score

¢ o elasti
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https://github.com/elastic/ecs
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Rally - ElasticE 5 HiafY;

https://github.com/elastic/rally

LR EREE HEi TR

Metric | Task | Value | Unit
3 2 B |
Total indexing time | | 28.0997 | min
Total merge time | | 6.84378 | min
Total refresh time | | 3.06045 | min
Total flush time | | ©.106517 | min
Total merge throttle time | | 1.28193 | min
Median CPU usage | | 471.6 | %
Total Young Gen GC | | 16.237 | s
Total 0ld Gen GC | | 1.796 | s
Index size | | 2.60124 | GB
Totally written | | 11.8144 | GB
Heap used for segments | | 14.7326 | MB
Heap used for doc values | | ©.115917 | MB
Heap used for terms | | 13.3203 | MB
Heap used for norms | | ©.0734253 | MB
Heap used for points | | 0.5793 | MB
Heap used for stored fields | | ©.643608 | MB
Segment count | | 97 |
Min Throughput | index—append | 31925.2 | docs/s
Median Throughput | index—append | 39137.5 | docs/s
Max Throughput | index—append | 39633.6 | docs/s
50.0th percentile latency | index—append | 872.513 | ms
90.0th percentile latency | index—append | 1457.13 | ms
99.0th percentile latency | index—append | 1874.89 | ms
100th percentile latency | index—append | 2711.71 | ms
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https://www.elastic.co/products/upgrade quid
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https://www.elastic.co/products/upgrade_guide
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Elastic Stack 6.3 Upgrade Guide

Restart

Planning to upgrade your Elastic Stack to 6.3?

You've come to the right place!

Answer a few questions, and we'll build a list of the steps you need
to take and point you at the relevant docs.

Ready to get started?

Qe

= | (O [
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Here you go!

These are the steps you need to take to upgrade to 6.3.
Prepare to upgrade to 6.3

1. Back up your data.
2. Address any 6.0 breaking changes that affect your applications:
« Elasticsearch breaking changes
» Beats breaking changes
» Logstash breaking changes
« Kibana breaking changes
3. Check the Elasticsearch deprecation log.

Perform a Full Cluster Restart Upgrade to 6.3

Stop sending data to your cluster.

Restart your Elasticsearch cluster.
Upgrade the internal .kibana index.
Upgrade Kibana to 6.3.

© ® N o o &

Upgrade Logstash to 6.3.

Shut down your cluster and install Elasticsearch 6.3 on all nodes.
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Clusters / 118950a2cfd3e80¢976af13bcfac7bc9 / Elasticsearch / Nodes / instance-0000000008

& Overview Advanced

10.141.15.207:19471 VM Heap: 17%  Free Disk Space: 101.1GB  Documents: 3.6m Data:1.3GB  Indices:24 Shards:28 Type: Node

GC Count o

®0ido @ Young 26

JVM Heap (GB) o

® MaxHeap 20GB ©® Used Heap 486.9 M8

Index Memory - Lucene 1 (MB) i)
N e g

@ Stored Fields 5184 KB ® Doc Values 1.0 MB

Il 10seconds <€ ©OlLlastihour >

Health: @ Online

GC Duration (ms) o

A A

@0ld0oms @ Young 378 ms

CPU Utilization (%) o
ﬂ ’|

1
LH"‘%MA\_AJ'V\"L*M Lﬂwu\mjuuw

@ Cgroup CPU Utilization N/A

Index Memory - Lucene 2 (MB) (i)

o elastic

@ Lucene Total S.0 MB @ Terms 3.1 MB ® Points 218.0KB
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& Overview Advanced

®0id0 @ Young 26

® MaxHeap 20GB @ Used Heap 486.9 M8

Clusters / 118950a2cfd3¢80c976af13bcfac7bc9 / Elasticsearch / Nodes / instance-0000000008

10.141.15.207:19471 VM Heap: 17%  Free Disk Space: 101.1GB  Documents: 3.6m Data: 1.3GB  Indices: 24 Shards: 28 Type: Node

GC Count o

JVM Heap (GB) (3]

Index Memory - Lucene 1 (MB) )

@ Stored Fields 5184 KB ® Doc Values 1.0 MB

Il 10seconds <€ ©@Llastihour >

Health: @ Online

GC Duration (ms) e

@ 0ld0ms @ Young 378 ms

CPU Utilization (%) o
\ ’1

|
LHJMJL\J'\/\JLM LAM\MAMJ L AAA.

® CPU Unlization 0 @ Cgroup CPU Utlization N/A

Index Memory - Lucene 2 (MB) 3}
T MuM—MVwV"WW
@ Lucene Total 5.0 MB @ Terms 3.1 MB ® Points 218.0KB
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Clusters / 118950a2¢fd3e80¢9762f13bcfac7bcI / Elasticsearch

Overview Nodes Indices Jobs

Nodes:3 Indices:24 Memory:3GB/5GB Total Shards: 56 Unassigned Shards:0 Documents: 3,665,331 Data: 3GB

Indices 30f3 Show system indices

Name Status J Document Count Data Index Rate

elasticlogs-2017.10.12 ®Green 2M 1.3GB 372.73 /s
filebeat-6.0.0-r¢1-2017.10.10 ®cGreen 994.7k 5459MB O/s

filebeat-6.0.0-rc1-2017.10.11 @Green 5.4k 2.1 MB 0/s

Search Rate

0/s
0/s
0/s

10seconds <€ O lLlastlhour >
Health: @ Green

Unassigned Shards

0
0

?° elastic
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Clusters / 118950a2¢fd3e80¢976af13bcfac7bc9 / Kibana / Instances

cd880dd76¢3b

0.0.0.0:18187  OS Free Memory: 695.2 MB  Version: 6.0.0-rc1  Uptime: 8 days

Client Requests

@ Client Requests 18

Memory Size (MB)

@ Heap Size Limat 732.0 MB ® Memory Size 221.8 M8

System Load

Il 10seconds <€ ©@Llastihour >

Health: @ Green
Client Response Time (ms) e
o Ma @ Average 2161.5ms
HTTP Connections o
@ HTTP Connections 268
Event Loop Delay (ms) 3]

@ Event Loop Delay 344 ms

elastic
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THERE(E{L-Logstash 5z

S

@ Event Latency 537 ms ®im1i197 o5m154 ®15m 1.99

Clusters / 118950a2¢fd3e80¢976af13bcfac7bc9 / Logstash / Nodes / logstash-E-O1 Il 10seconds £ O Last1hour

Overview A Pipelines Advanced

127.0.0.1:9600 Events Received: 1.8m  Events Emitted: 1.8m  Config Reloads: 0 Pipeline Workers: 2 Batch Size: 125  Version: 6,0.0-rc1  Uptime: an hour

Events Received Rate (/s) o JVM Heap (MB) o
N—V\(\%\/\’V‘M\/\N\A B e el i e e e

@ Events Recelved Rate 369.6 /s ® Max Heap 1 MB @ Used Heap 229.3MB

Events Emitted Rate (/s) o CPU Utilization (%) o

@ Events Emitted Rate 370 /s @ CPU Uulization 91.33 %

Event Latency (ms) (i) System Load (i)

>

¢ e elasti
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BAidt: Tune for Index Speed

https://www.elastic.co/guide/en/elasticsearch/reference/6.6/tune-for-indexing-speed.html

- (EA#LESIE Bulk Request
index.refresh_interval &K% 30s E(EX

index.translog.durability:"async" index.translog.sync_interval: "10s"
(BRI B a14ERRYId
{FHSSD
H%%j‘Mapplng
index: false

* norms: false

* index_options: freqs

« dynamic template - no default setting for string

* index.codec: best_compression

elastic

“»

&
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ZEEN{/Ef%: Tune for Search Speed

https://www.elastic.co/guide/en/elasticsearch/reference/6.6/tune-for-search-
speed.html
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