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apm-high-load-opbeans

Send an alert when a specific condition is met. This will run every 10 seconds.

Name

apm-high-load-opbeans

Indices to query
apm-*-transaction-*

Use * to broaden your search query

Matching the following condition

WHEN count() GROUPED OVER top 10 'context.service.name' |S ABOVE 20 FOR THE LAST 70

context.service.name (1 of 4): opbeans-node
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Detector: nginx_access_visitor_rate v u Forecast

Single time series analysis of cardinality nginx.access.remote_ip
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7_ s -
:t I\ l% E’] i-m IZE Severity threshold: warning v | Interval: Auto v
AN _\.l_
j:& t | 5 % ﬁ EI\J AN /\\? time © max severity detector actual typical description job ID links
np 7 j— E] September 26th 2018 Ass nginx_access_visitor_rate 139 78.6 4 2x higher visitor_rate  Open link ~
Description:
critical anomaly in nginx_access_visitor_rate
Details on highest severity anomaly:
time: September 26th 2018, 03:45:00 to September 26th 2018, 04:00:00
function: non_zero_count
actual: 139
typical: 786
job ID: visitor_rate
probability: 0.0002765750648111565
» September 28th 2018 10 nginx_access_visitor_rate 100 66.7 4 1.5x higher visitor_rate  Open link +

» September 27th 2018 5 nginx_access_visitor_rate 75 489 4 2x higher visitor_rate  Open link +
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A SIEM Hosts

Overview Hosts Network Timelines

Q e.g. host.name: "foo"

Hosts

Last Event: in 7 months

Hosts User Authentications

4 0 Success

All Hosts

49,081 Fail

& v Last 24 hours

Unique IPs

3,709 Source

@ Add data

1,189 Destin...
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SIEM APP - WELZELEHD

% B SsEM  Network © M

& Overview Hosts N Timelines @ Add data

®

~ QU e.g. source.ip: "foo" 5 v  Last 24 hours w dates i (&)

S0

Network

ol Last Event: in 7 months

A T

(«fJ Network Events Unique Flow ID Active Agents Unique Source IPs Unique Destination DNS Queries TLS Handshakes hI/I

& 4153134 228,979 7 2 "’2 174,856 178,834 E
L

|
L\

= E

) TOp Talkers By Source IP v Unidirectional Bidirectional

Showing: 2,857 IPs

0

=3

. Source IP Last Domain Direction Bytes Packets Unique Destination IPs

Ql-’n

- outbound 9.947MB 103,075 1,025
Y,

= inbound 5.345MB 64,716 2



u SIEM Hosts

Q. e.g. host.name: "foo"

Authentications

Showing: 3,192 Users

User Failures

root 4040

guest
123456

oracle

support

Last Failure

5 hours ago

5 hours ago

5 hours ago

5 hours ago

7 hours ago
5 hours ago
5 hours ago

5 hours ago

X ¢  Untitled Timeline & » Last 24 hours

anp  Filter ~

Drop anything = highlighted  here to build an

Q Filter events

OR

Show dates

query

e wmp

G Refresh &




ECS - Elastic Common Schema

s

EREN SRR MKERD
BEBERITARE
RE% S FIElasticFTRIERIA S

Group 1 (Must be populated)

@timestamp
ecs_version
message

RS

github.com/elastic/ecs

REBZ A TIRHE# T
FEERUR B L XA RIR!

Group 2 (Must be populated to the max extent practical where event message contains relevant fields.)

=1 2 I

event.category
event.type
event.data_source_id
event.module

event.organization_name

event.organization_id
event.id

event.raw
event.hash
event.tags
event.labels
event.duration
event.severity
event.risk_score

device.mac

device.timezone_offset

device.ip

device.network_interface

device.hostname
device.type
device.vendor
device.product
device.version
device.serial_number
device.action
device.rule_set
device.event_id

host.mac
host.timezone_offset
host.ip
host.network_interface
host.hostname

host.id

host.type
host.sub_type
host.operating_system

agent.id
agent.name
agent.version

host.operating_system_version

host.provider
host.availability_zone
host.region

network.protocol
network.forwarded_ip
network.inbound_bytes
network.inbound_packets
network.outbound_bytes
network.outbound_packets
network.total_bytes
network.total_packets
network.direction

source.mac
source.ip
source.hostname
source.domain
source.port

ECS Revision: 0.992 Group 1 Fields: 3 Group 2 Fields: 81

Destination

destination.mac
destination.ip
destination.hostname
destination.domain
destination.subdomain
destination.port

service.id
service.name
service.version
service.type
service.state
service.query
service.response_code

Resource

resource.type
resource.id
resource.file_name
resource.uri
resource.url
resource.path
resource.version
resource.hash_value
resource.hash_type
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Andrii Bezverkhyi

@andriinb

Founder & CEO of SOC Prime, SIEM
maniac, infosec advisor and incident
responder

Proactive detection content: CVE-2019-0708 vs
MITRE ATT&CK, Sigma, Elastic and ArcSight

@ Kevin Beaumont ¥ @ -

CVE-2019-0708 RDP vulnerability
megathread, aka BlueKeep.

Going to nickname it BlueKeep as it’s
about as secure as the Red Keep in
Game of Thrones, and often leads to a
blue screen of death when exploited.

§ Florian Roth
LS yoor
The moment you say “CVE-2019-0708 will
only affect systems that are not integrated in
patch magement and those would never

Following

offer port 3389/tcp to the Internet” I'd remind
you that WannaCry spread via SMBv1 only

y 201

86 Retweets Lkes @& @& & :jQ@ .
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title: Suspicious Outbound ROP Connections
status: experimental

description: Detects Non-Standard Tools Connecting to TCP port 3389 indicating possible lateral movement

references:

- https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0708

author: Markus Neis - Swisscom
date: 2019/05/15
tags:
- attack.lateral_movement
- attack.t1210
logsource:
product: windows
service: sysmon
detection:
selection:
EventID: 3
DestinationPort: 3389
filter:
Image:
- 's\mstsc.exe"
= '#\RTSApp.exe’
- '*\RTS2App.exe’
- '*\RD(Man.exe'
= '#\ws_TunnelService.exe'
- '*\RsSensor.exe’

- 's\RemoteDesktopManagerfree.exe"

- 's\RemoteDesktopManager.exe'
- 's\RemoteDesktopManager6d.exe’
- '*\mRemoteNG.exe'
- 's\mRemote.exe'
- '#\Terminals.exe'
- '*\spiceworks-finder.exe"
- '#\FSDiscovery.exe"
- '#\FSAssessment.exe’
- '#\MODAaRTE.exe"
- ‘'s\chrome.exe'
condition: selection and not filter
falsepositives:
- Other Remote Desktop ROP tools
level: high

Sigma #1 by Markus Neis
https://github.com/Neo23x0/sigma/blob/master/

rules/windows/sysmon/sysmon susp rdp.yml

Lateral Movement; T1210;
log sources: microsoft sysmon.
https://attack.mitre.org/techniques/T1210/

Sigma #2 by Roman Ranskyi
https://tdm.socprime.com/tdm/info/2159/

Lateral Movement, Defense Evasion,
Discovery; T1210, T1036, T1046;

log sources: microsoft sysmon.
https://attack.mitre.org/techniques/T1036/
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Sigma Elasticsearch Kibana X-Pack Watcher ArcSight &8 Qualys QRadar Splunk Logpoint Graylog Regex Grep Windows Defender ATP & RSA NetWitng

DESCRIPTION:

Detects connection to port 3389 from non-MS binaries, like mstsc.exe and possible defence evasion via masquerading technique (hiding worm activity under fake mstsc binary).
ADDITIONAL INFO:

MEDIA:

Sigma Elasticsearch Kibana X-Pack Watcher | ArcSight #& Qualys QRadar Splunk Logpoint Graylog

CVE-2019-070¢ ..
Detects connection to port 3389 from non-MS binaries, like mstsc.exe and possible defence evasion via masquerading technique (hiding worm activity under fake mstsc binary).
A C rlti C a I Mworn CONTENT: ELASTICSEARCH QUERY

((event_id:"3" AND event_data.DestinationPort:("3389")) AND NOT (event_id:"3" AND event_data.Protocol:("udp")) AND NOT (event_id:"3" AND ev

(\ ent_data.Image: ("C\:\\Windows\\System32\\mstsc.exe"))) OR ((_exists_:("event_data.Description" "event_data.FileVersion" "event_data.Produc
Df\ f\+f\ nr~|n E t" "event_data.Company")) AND (event_data.Image:"mstsc.exe") AND (event_data.Description.keyword:"?" OR event_data.FileVersion.keyword:"?"
OR event_data.Product.keyword:"?" OR event_data.Company.keyword:"?")) OR ((event_id:"1" AND event_data.ParentImage: ("svchost.exe") AND even

CONTENT: .YML
t_data.ParentCommandLine: ("termsvcs")) AND NOT (event_data.Image: ("C\:\\Windows\\System32\\rdpclip.exe")))
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JIRDP&EEZ, &8 —source ip, FHitAEH
o destination ip” ™1, RIEEMHEAIERIQFE

Example Elasticsearch Index Patterns:
ecs-netflow*

Example Elasticsearch Query:
“‘query”: {"term”: {*destination.port”: {*value”: 3389","boost”: 1}}}

Machine Learning Analysis / Detector Config:
Detector(s): high_distinct_count(destination.ip) over source.ip
Bucketspan: 15m

o Influencer(s): source.ip



Elastic, ArcSight or Sigma?

If we just use ATT&CK as a benchmark, Elastic is the winner
being 1 technique ahead. The main advantage of the Elastic stack
is its ability to combine both and modern

based on Sigma. Remember that the re-factor of
Sigma rules to real-time correlation queries does not find
Masquerading / T1036 on ArcSight.

Andrii Bezverkhyi
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181 DN SP2IE # 1T4K:

[="1

Compromised
Server

9l4js9elalde38gb.game343.com
H488jwFkeix9891.game343.com
29d8Guw9sh1400.game343.com
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dns exfiltration

port scan

ssh brute force
unusual login location
unusual login time

unusual process
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