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Total Shards 7148.87 /s ® Primary Shards 35873 /s Indexing Latency 1.03 ms
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Connections - Top 10 - Total Bytes By Connection = | Connections - Top 10 - Tatal Bytes By Destination Port Query ~
© 9443 www.9cellar.cn
® CaigdeaweHVERdiax) s @ as80
16368 @453 =
om0 www.ahuixue.net
®5443
139768 e www.aihongsen.com;www.aihongsen.cn
139768 ® 18985
2 ::‘: - www.ajkwp. com;www.sdkwkj.com:www.dkdlsj.com:www. cpxkve. com;www.thxknb.com;www.bbtzky.com;ww
3 s . !
. §‘ www.angel02.com;www.angel03.com;www.angel05.com
76aITvE " www.anijijr.com
www.aobanglianhe.com
- sz
i TotalBytes  2GB EOE & % www.artechnology.com.cn
H Connection D C4|BdcdWeHVBkd]ax1 £ 3 i 2
§ Connection D C4iBdcdWeHVBkd]ax1 g é E ; www.atlyu.com
E 2 5 £ 5 & H g 3 : g 5 [ ] 2
S o 3 ¢ 3 ¢ 8 U i i % % = 3 www.avite.cn;www.avite.com.cn
Cannection ID Destination Part.
Connections - Top 10 - Total Bytes By Source IP Connections - Top 10 - Tatal Bytes By Destination IP
P L Sl Alert = Source IP Address ©  Destination IP Address ¢  Count +
@®3814311.37 s I ®222143.21.704
43227220477 113204104203 ET CINS Active Threat Intelligence Poor Reputation IP group 78 80.211.89.146 10.28.62.34 4
®158.44.242.151 ®58.210.180.142
e R R B ET DROP Dshield Block Listed Source group 1 77.72.85.8 10.28.60.100 1
®232242334 ©22285.137.79
170338249 ®10675.89.110 ET DROP Dshield Block Listed Source group 1 185.255.31.2 10.28.60.100 1
R | i i
T sserane T ssaerna ET DROP Dshield Block Listed Source group 1 198.108.67.16 10.28.60.100 1
3 3 hield Block Listed
ET CINS Active Threat Intelligence Poor Reputation IP group 74 77.53.183.50 10.28.62.34 1
#ezzE ass3M8 ET CINS Active Threat Intelligence Poor Reputation IP group 74 77.72.85.8 10.28.60.100 1
ET CINS Active Threat Intelligence Poor Reputation IP group 42 51.15.70.87 10.28.60.100 1
]l 5 E 2 = - 2 2 5 ] 3 i F] = q [ 2 = ET CINS Active Threat Intelligence Poor Reputation IP group 53 60.191.38.77 10.28.60.100 1
£ i 3 g 8 ] o & % 1 o F H g B g 8
803§ o8 38 & i@ & ;3 I R B £ o2 @ ET CINS Active Threat Intelligence Poor Reputation IP group 55 60.251.189.212 10.28.60.100 1
E E Sn:\! \FML ; E E - n.qu:.u.‘ 1P Address N ET CINS Active Threat Intelligence Poor Reputation IP group 57 61.219.11.151 10.28.60.100 1
S5H - Source IP Address S5H - Destination IP Address o= DR SMTP - Source IP Address SMTP - Destination IP Address SMTP - Destination Port
IP Address = Count < IP Address < Count = Port < Count = IP Address = Count = IP Address = Count = Port = Count =
10.28.80.11 1 10.28.70.15 15,183 51668 15,415 10.28.50.35 335 171.221.254.155 225 25 604
10.28.50.30 76 182.150.59.136 213
10.28.202.10 1 10.28.60.100 136 22345 [}
10.28.60.28 65 117.174.24.81 166
122.97.179.153 1 10.28.52.68 18
10.28.70.15 43
10.28.52.65 14
10.28.50.29 41
10.28.50.35 8
10.28.60.29 12
10.28.52.29 8 10.28.60.20 6

10.28.92.11 3} 10.28.70.30 6
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> if[8): 2019-09-04T07:04:24.422Z

> JRIP: <MISSING VALUE>

> HiE: Attack occurred.(AttackType=Arp Miss Attack,
Sourcelnterface=XGigabitEthernet0/0/2, SourcelP=192.168.105.30,
AttackPackets=31 packets per second)

[ O T N B o . T N e e B N i o I G Iy X

M = R =

M) == B = ) =2 A = R = f) =

[,

Ay =

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

168.105.30

192.168.105.30

168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

192.168.105.30

58066

58065

58064

58063

58062

58061

58060

58059

58058

58057

58056

58055

58054

58053

58052

10.28.121.2

10.28.121.

10.28.121.

10.28.121.

10.28.121.

10.28.12

10.28.12

10.28.12

10.28.12

10.28.121.2

10.28.121.

10.28.121.2

10.28.121.2

10.28.121.236

10.28.121.23

10.28.121.237

10.28.121

10.28.121

10.28.121.

10.28.121.

10.28.121.

236

.235

234

10.28.121.23

10.28.121.23

10.28.121.2

10.28.12

10.28.121.2

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel

sensor-tunnel
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Alerts: 2,546,147 Level 12 or above alerts: 90 Authentication failure: 3 Authentication success: 7,740

Alert level evolution

@timestamp per hour @timestamp per hour

Top 5 agents Agents status

kunlun05.bbdops.com kunlun05.bbdops.com Active
@ bechivel test.bbdops... 100,000 @ beehive.test.bbdops...
@ alienvault @ alienvault
@ dataomtest8.test.bbd... - @ dataomtest8.test.bbd...
@ dataomtest?.test.bbd... @ dataomtest?.test.bbd...

@timestamp per hour @timestamp per hour

Alerts summary Groups summary

Rule ID Group Count

Description Count
syslog 1,454,692

1007 File system full. 1,436,633
errors 1,436,641

24060  osquery: incident-response process_memory: Process 1016 memory start 0x1691efc80000, memory end 2 )
low_diskspace 1,436,641

0x1691efd00000

. - ) ) L ) ) osquery 988,362

osguery: osquery-monitoring schedule: The pack executed is pack_ossec-rootkit_shitc and the interval is 3600

osquery: incident-response open_files: Process 25430 has file fhome/bbders/cron/apache-tomcat-9.0.13 incident response 781,934

fconf/tomcat-users.xml opened osquery_monitoring 160,470

osquery: $(osquery.pack) $(osquery.subquery): Process $(osquery.columns.pid) Environment variable ossec 83,851

$(osquery.columns.key) value ${osquery.columns.value)
duery Y duery rootcheck 81,652

510 Host-based anomaly detection event (rootcheck).
pam 10,071

24048  osquery: incident-response open_sockets: Process -1 has local port 50010 opened 8015




& Packages
=
Name Architecture Version Vendor Description
boost-system xB6_64 Cent0S Run-Time component of boost syste
) e2fsprogs x86_64 Cent0S Utilities for managing exi2, ext3, and
Cares: 6 Memary: 257,854.80 MB Arch: x86_64 05: CentOS Linux 7 (Core) CPU: Intel{R) Xeon(R) CPU E5-2620 v3 @ 2.40GHz
libgfortran x86_64 4.8.528.£17.5.1 Cent0s Fortran runtime
biosdevname xB6_64 0.7.2-1.e17 Cent0S Udev helper for naming devices per
redhat-rpm-config noarch 9.1.0-80el7.centos  CentOS CentOS specific rpm configuration fi
i Metwork interfaces ark ports iwI2000-firmware noarch CentDS Firmware for Intel(R) Centrina Wirele
sfstools 4 3.0.20:967 1t tilities g and checking MS
Name Mac State MTU Type Local IP Local port Remote [P Remote port  State Protocol GEEnd sl BERlcp Z55is JiEstEr meLh e e g |
noarch 1:24.3-20.el7_4 Cent0S Emacs filesystem layout
ennl=0f0 ac-rAT TS . f ether 1 R iz i
enp3s0f0 0CC4TA:DSTA:52 o down 1500 sthernet 0.0.0.0 111 o000 listening =z iwI6000-Firmware naarch 9.221.4.1-48.¢17 Cent0s Firmware for Intel(R) Wireless WIFi L
enp3s0fi 0CC47A:D9:74:59 o down 1500 ethernet 0.00.0 10000 0.0.0.0 listening Tcp dyninst *86.64 g.3.1-1.e17 Cent0s An APl for Run-time Code Generatio
ens5f0 68:91:D0:60:C8:92 e up 1500 ethernet 0.0.0.0 4433 0.0.0.0 listening tcp o 1
ens5f1 e down 1500 ethernet 0.0.0.0 10002 0.0.0.0 - listening tcp
br-a7ebc7f31348 e up 1500 ethernet s Processes
1 2 3 4 5 MNext »
docker( e down 1500 ethernet
br-54b20624L7b5 e up 1500 ethernet Name Effective user Priority State
systemd root 0 sleeping
br-3d75cd8feb43 e down 1500 ethernet p— o - o
threadd root o sleeping
br-4a31aec%38a e down 1500 ethernet ksoftirqd/0 GEE 0 sleeping
P, ~ lworker/0:0H root - sleeping
br-b1f8f432b469 e up 1500 ethernet ;
migration/0 root 0 sleeping
br-1f3e84b41cae eu 1500 ethernet ned root 0 sleepin
P ping
. o varchdog/0 root 0 sle
wetha353f3f e up 1500 sthernet HEEEEE ree GG
watchdog/1 root 0 sleeping
vethc0819dd 12:4C0B:00:537:E e up 1500 ethernet migration/1 S a sleeping
3 root 0 sleeping
veth8b517dd A2:FD:36:8B:BE:51 e up 1500 ethernet

vethalce1be :OE:7B:4A:40: ethernet



Agent

bbdmiddleware.test.bbdops.com
bbdmiddleware1.test.obdops.com
bbdmiddleware.test.bbdops.com
bbdmiddleware1.test.nbdops.com
bbdmiddleware.test.bbdops.(& &
bbdmiddleware1.test.obdops.com
bbdmiddleware1.test.obdops.com
bbdmiddleware1.test.obdops.com
higgs-dev02

higgs-dev02

Description

Host-based anomaly detection event (rootcheck).

Host-based anomaly detection event (rootcheck).

System Audit event.
System Audit event.
System Audit event.
System Audit event.
System Audit event.

System Audit event.

Host-based anomaly detection event (rootcheck).

System Audit event.

Control

File is owned by root and has written permissions to anyone.

Interface 'docker0’ in promiscuous mode.

55H Hardening - 4: No Public Key authentication

55H Hardening - 5: Password Authentication

S5H Hardening - 6: Empty passwords allowed

55H Hardening - 7: Rhost or shost used for authentication

55H Hardening - 8 Wrong Grace Time

55H Hardening - 9: Wrong Maximum number of authentication attemp
File is owned by root and has written permissions to anyone.

55H Hardening - 4: No Public Key authentication

December 21st 2818, @1:58:37 @ € 18.28.183.55

December 21st 2818, €1:41:1@.388 18.25.183.45 ghasel

December 21st 2818, @1:41:84.588 18.258.183.46 ghase

01ld inode was: '1354195%96', now it is '135485931°'

File 'fetc/sysconfig/jenkins' checksum changed.

Size changed from '3113' to '3152°

Permissions changed from 'rw-r--r--' to 're-re-re-’

01d mdSsum was: 'dbl5c87933d9afI38ffbSdfasfc3afds’

Mew mdSsum is : 'd2afe7e423c9887293762b7813191cca”

01d =shalsum was: 'cb8824fcccdb?7ad3ded5ca?96d4cfSceebllbd9d’
Mew shalsum 1s : '7agdB8653118Ffeeib56cIcd771le63efeblBd?7els’

File 'Jetcs/lvm/cache/.cache' checksum changed.
01ld modification time was: 'Thu Dec 28 19:25:48 2818', now 1

File 'Jetcs/lvm/cache/.cache' checksum changed.
01ld modification time was: 'Thu Dec 28 19:23:25 2818', now 1
01ld inode was: '892694', now it is '892595'
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the data behind decision

[osquerylprocess_running i /&8 [osquery]process_running_Rs [E14 [osquerylcommand_execution_BF 5% e | [05querylcommand_execution_E#151%
125 (I = hostname * Count *
‘ ‘ | | | l l ecorating i c6node19.prad.bbdops.com 1,378
plutus 1z cSnode19.prod.bbdops.com 1,198
Kkunlun 119 bbd29.bbdops.com 847
xiaogiang ne €Snode18.prod.bbdops.com 136
, antifraud 104 dpserver1.prod.bbdops.com 110
3,975
S bbd4s.bbdops.com 48
«¢Snode16.prod.bbdops.com 46
0 Export: Raws Formatted &
20:00 00:00 04:00 08:00 12100 16:00 20:00 00:00 04:00 08:00 1 G A e ®
per 30 minutes 123 dpserver2.prod.bbdops.com 4
dpserver4.prod.bbdops.com 41
[osquerylprocess_running_#2&iE5
[osquerylcommand_execution_&$FI&
time = command = Count =
gitlab-ci-multi gitlab-mon Fri Sep 6 09:29:46 2019 UTC [ 81
yarnlog_merge.s gnome-shell-cal gnome-session-b Fri Sep 6 09:29:46 2019 UTC ko 26
bc_start  gunicorn:maste  npm trivial-rewrite fdfs_trackerd .. | FriSep 6 09:29:46 2019 UTC viyuging.sh 17
ol goa-identity-se  upstart-udev-br mysqld_exporter  percona-qan-age | FriSep60%:29:46 2019 UTC tail f nohup.out 14
undie
superset Mysqld_safe Fri Sep 6 09:29:46 2019 UTC Missing 13
gital i
el rpestatd login run.sh n Od e—expo rter Packe | erisep 6 09:29:46 2013 UTC du-s* | sort-nr 8
tracker-miner-u python3 : . Fri Sep 6 09:29:46 2019 UTC G 8
m m - 129
grafana-server  sypervisord pyth on S a rtd et rl c b e C | Frisep 6 09:29:46 2019 UTC export PYSPARK_PYTHON=/opt/t Anac \ 8
gpg-agent  Pulseaudio h d H t d I o FriSep609:20:46 2019 UTC du-h-a 7
salt-master pyt 0n2.7 a u I S Stel I l - 0 I r Fri Sep 6 09:29:46 2019 UTC du-h &
run-initial-set
cupsd a g etty d 3721
miner- agent . 0ssec-logcol
trackerminer-a o o file i3 c ro n il I\ o 111IdOoLCl mysql  disksd
- . .
gsd-printer vim S a It— I n I O n . . haproxy |bcontroller postgres_export
e m SS Irqoalance ava tni -
gunicorn NI mcelog  tailf  sendmail
freshclam-sleep Jsvc

se.Sh heartbeat falcon-agent

e pytht::gld Syste m d - lj d eVd Osq u e ryd rsys I ogd P ntpd healthcheck e

rpc.idmapd ssh-agent

s o bash tuned 0SSec-a gentd atd p0|k|td Seep W@ mtaizeupe

gnome-shell  docker-proxy script ipmievd rsync

e ol pickup ossec-syscheckd filebeat s s s

-udisks2-vo i Y d k d )
5 e cpind INECWOTKManager — @oded o e oo

‘ ' } i restogres-pgpo
metricbeat-god o0 nginx Ossec_execd Ce;'snf.agent plugin-manager e PWEbsockifyp

rpc.mountd  dconf-service . wazuh-modulesd
scheduler  controller wpa_supplicant redis-server .
upower

Ecadasioy presto-server abrt-watch-log  mongod filebeat-god chrome
[celeryd:celer start.sh gvfsd-trash

w e SYStemd-journal dbus-daemon &, mysa QNG o o e e

ipython

tracker-extract

tracker-miner-f  dbus-launch  at-spi-bus-laun  upstart-file-br
bounce  eyolution-sourc gitlab-logrotat

mlocate nautilus-deskto  evolution-addre
q nacl_helper
gnome-settings-
Count - #ER
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<?xml version="1.8" encoding="UTF-8"2>

<configuration debug="false">

<springProperty scope="context" name="apphName"
source="spring.application.name" f»

<!-- <include resource="org/springframework/boot/logging/logback/base.xml"
f» -->

<include resource="org/springframework/boot/logging/logback/defaults.xml" />

<property name="L0G FILE"

value="${L0G FILE:-${BBD LOG PATH:-§{LOG TEMP:-%{java.io.tmpdir:-/tmp}}}/${appName}.log}"

/>

<property name="FTIF_|0OG PATTERN"

values "%date{yyyy-MM-dd HH:mm:ss}||%thread| |%level | |%logger:%line| |%msg %ex||%n" />
<property name="CONSULE_LUG_PATTERN™

value="%date{yyyy-MM-dd HH:mm:ss}||%thread| |%level | |%logger:%line| |%msg %ex||%n" />
<include

resource="org/springframework/boot/logging/logback/console-appender.xml™ [/»
<include resource="org/springframework/boot/logging/logback/file-appender.xml”™ />
<springProfile name="test">»

<root level="INFO">

<appender-ref ref="CONSOLE" />

</root>
</springProfile>
<springProfile name="prod">

<root level="INFO">

<appender-ref ref="FILE" [>

</root>
</springProfile>
<logger name="org.springframework.web" level="WARN" [>
<jmxConfigurator />

</configuration>

the data behind decision

* logbackx}Spring#g 4 f& : logback-

spring.xml

springProperty. springProfile




2819 @ 17:16:45.2568

2819 @ 17:16:45.89

2819 @ 17:16:45.89

2819 @ 17:16:45.896

2819 @ 17:16:45.855

message

create connection SOLException, url: jdbc:hiveZ://18.: 32/bbd_plutus_rating;auth=nocSasl;, errorC
ode B, state @8581 java.sgl.SOLException: Could not open client transport with JDBC Uri: jdbc:hive2:/j/1@.
28.78.25:31852 /bbd_plutus_rating;auth=noSasl;: java.net.ConnectException: Connection refused (Connection r
efused)

at org.apache.hive.jdbc.HiveConnection.<init>(HiveConnection.java:157)

at org.apache.hive.jdbc.HiveDriver.connect(HiveDriver.java:187)
at rom alihaha drndid Filter FHiltertchainToen] connection connect (FilterChainTmn] dawva-14400

2] bbd_qyxx_id ASHTHEEEE. EHAE: AlterationNotice:{"bbd_dotime" :1568736000008, "bbd_gyxx_id" :nul
1,"bbd_table":"qyxg_yuging”, "bbd_type" :"ss_wdty_main", "bbd_uptime” : 1568787482, "bbd_version”:"1", "bbd_xgxx_
id" :"36ed83fasfean34fc24dAbcc779685c8a", "changeMode™ : "STANDARD" , "company_name™ :null} || @af48dal-higgs-moni
tor-service-1568174971696-8

B bbd_qyxx_id ASHTHEEEER. EHAE: AlterationNotice:{"bbd_dotime" :156873608680008, "bbd_gyxx_id" :nul
1,"bbd_table":"zgcpwsw”, "bbd_type" : "qyxg_zgcpwsw_app”, "bbd_uptime” : 1568789685, "bbd_version”:"", "bbd_xgxx_1i
d":"faofafecBafec585ac975eda9246b379" , "changeMode™ : "STANDARD" , "company_name” :null} || @af4edal-higgs-monit

or-service-1568174971696-4

1% bbd_qyxx_id HSpFodirErsnEd]. EHIANE: AlterationNotice:{"bbd_dotime" :15687368008688, "bbd_qyxx_id":n @ Q
1,"bbd_table":"rmfygg", "bbd_type" :" rmfygg", "bbd_uptime" : 1568736842, "bbd_version":"1", "bbd_xgxx_id" :"3a6dc4d
4764ed4c4b8a4bfB855715cdf351", "changeMode™ : "STANDARD" , "company_name” :null} || @af4@dal-higgs-monitor-service
-1568174971898-4

B bbd_qyxx_id A=HTHEEEEN. EHAE: AlterationNotice:{"bbd_dotime" :156864960860008, "bbd_gyxx_id" :nul
1,"bbd_table":"qyxg_yuging", "bbd_type" :"iyiou_news", "bbd_uptime" : 1568653834, "bbd_version”:"1", "bbd_xgxx_i
d":"b4453446eab21adb3fhefo39fe127b29", "changeMode™ : "STANDARD" , "company_name” :null} || @af4139c-higgs-monit

or-service-15681756823916-4
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)\_‘L B 1:15 E ;EHT_I-J'?%/_J_?

Web e 52 BHHR #4789 2 7 B & . .
A Spring Data (@katkal.istener

@service
public class AutomationlLogsReceiver {

ghutowired
private SimpMessagingTemplate messagingTemplate;

/f @EKafkalListener(group = "automation", topics="applogs-automation")
public void receive(ConsumerRecord<?, 2> consumerRecord) {
final String topic = consumerRecord.topic();
messagingTemplate.convertAndSend( " /topic/"” + KafkaApplLogsReceiver.APP_LOG5_TOPIC_PREFIX +
"/ + topic,
consumerRecord.value());




the data behind decision

)\_‘L I I:L!;:\ E ;ij?%/_.]_?

//DynamicKafkalistenerAnnotationBeanPostProcessor 5 1M

public void dymamicRegist({final Object bean, final String beanMame, final String topicName) {
if (!beanName.startsWith{"kaftkafpplLogsReceiver-"}) {
return;
L
Class<?> targetClass = AppUtils.getTargetClass(bean);
Map<Method, Set<Kafkalistener»>» annotatedMethods = MethodIntrospector.selectMethods(targe

tClass,
new MethodIntrospector.Metadataloockup<Set<kKatkalistener>>() {

@override

public Set<Kafkalistener> inspect{Method method) {
Set<Kaftkalistener» listenerMethods = findListenerAnnotations{method);
return (!listenerMethods.isEmpty() ? listenerMethods : null);

1)
for (Map.Entry<Method, Set<Kafkalistener»> entry : annotatedMethods.entrySet()) {

Method method = entry.getkKey();
for (Kafkalistener listener : entry.getValue()) {
processKaftkalistener(listener, method, bean, beanMName, topicName);
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TEsEMetrics_E3R471T

Push Metrics

—)
— l- «w  ElasticSearch
—)
{

"headers":{
"spiderGroup™: "TEEE".
"apphame": "[EEFS",

"env":"online" JEEN
» | oY >~ H:_ e >

“timestamp”: "1468396164508" /:F\%] Flume HTTP SOUI"CC {J‘_\l”-'-/fﬂi/fﬁ =4 %ﬁ%ﬂ
s
"body":{

.- .. m . . - BiSEs

spiderPath”: "/datal/spider/spider/boc_exchange_rate”, =

"spiderProcessName”: "exchange rate spider.py”,

“spiderProcessId”: 3651,

"crawlingAmount”: 8, [esalert-pro] MeRisisEEmE=

"success": true
h
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ElasticSearch Query DSL
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{
"size": B,
"query”: {
"bool™: {
"must”: [
{
"guery string”: {
"analyze wildcard": true
h
b
{
“"range": {
"@timestamp”: {
"gte"™: "now-2m",
“"format”: "epoch millis"
3
h
}
1.
"must_not": []
}
¥
" source”: {
"excludes": []
}s
“aggs”: {
"urlagps": {
"terms": {

"query"”: "monitor.type:http AND monitor.status:up”,

"field": "url.full",
"size™: 5868,

F2 W

L

T

public void agg() {

SearchRequestBuilder builder = client.prepareSearch("player_info").setTypes("player"”);
TermsAggregationBuilder termsAgg = AggregationBuilders.terms("team_name").field({"team");
AvghAporegationBuilder avghgp = AggregationBuilders.avg(“avg age").field("age");
SumAggregationBuilder sumAgg = AggregationBuilders.sum(“total_salary").field("salary");
builder.addAggregation(termsAgg.subAggregation(aveghAgg) .subAggregation(sumigg));
SearchResponse response = builder.execute().actionGet();
Map<String, Aggregation> aggMap = response.getApggregations().getAsMap();
StringTerms teams = (StringTerms) aggMap.get("team name");
for (Terms._Bucket teamBucket : teams.getBuckets()) {
String team = (S5tring) teamBucket.getKey();
Map<String, Aggregation> subAggMap = teamBucket.getAggregations().getAsMap();
InternalAvg avghAge = (InternalAvg)subAggMap.get(“avg_age");
InternalSum totalSalary = (InternalSum)subfgpgMap.get("total_salary");
double avghgeValue = avghge.getValue();
double totalSalaryValue = totalSalary.getValue();
System.out.println(team + " " + avghAgeValue + " " + totalSalaryValue);

}
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* cronExpression

enable

threshold

*valuekey

REEARP

PingfEid

0O0/3="*7

5.aggregations.ipAggs.value

"query_string"™ {
"query": "monitor_status:up AND

monitor nameicmp”,

"analyze wildcard": frue
}
1
{
"range": {
"@timestamp": {
"gte" "now-5m",
"format". "epoch_millis"
}
}
}

1

"must_not" []

}

I

"size" 0,

" source" {
"excludes" []

4
"ag
"ipAggs” {
"cardinality": {

}

gs" {

"field" "monitor ip"




EERE name cronExpression threshold latestValue BEER enable = IEFREC Action

il
i

name endpoint

841711 PM j ] 00377 155

fmetric
10000

{metric

fmetrich

v
v
v
v
v
4
v
4
v
"4
4
"4
4
"4
4

ElasticSearch Query DSL Alert Definition
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hostname
spider17_prod_bbdops.com
web7_prod_bbdops.com
mysql8.prod.bbdops.com
spider15_prod_bbdops.com

kunlunb.prod_bbdops_com

mysql13.prod_bbdops.com

es2 prod.bbdops.com
mysql7.prod.bbdops.com

gpub_prod_bbdops_com

es3.prod.bbdops.com

bbd29 bbdops.com

spider25_prod_bbdops.com
neod|8_prod.bbdops.com
neod 4 prod.bbdops.com

mysql3.prod.bbdops.com

=
26178
50917GB
3.90TB
202.44GB
421.18GB
6.13TB
37TE
3.80TB
1.58TB
1.51TB
31218
360.42GB
2.95T8H
15.32TB

1.83TB

o] FA==lel
115.43GB
49 47GB
474 .09GB
25 42GB
55.03GB
872 .56GE
476.84GB
575.55GBE
248.18GB
243.49GB
528.50GB
66.01GB
552.93GB

2.87TB

355.99GB

4.36THB

227 86GE

476.21GB

6.98TB

31.64TB

4.36THB

1.82TB

1.75TB

31.64TB

426 43GB

3.49TB

18.19TB

2.18TB

RS

89.40%
88.81%
88.42%
87.80%
87.20%
87.10%
86.70%
86.40%
85.80%
84.50%
84.50%
84.20%

84.10%
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