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Packetbeat Auditbeat Metricbeat Filebeat Winlogbeat
Network data Audit data Metrics Log files Windows Event Logs
Heartbeat Functionbeat
Uptime monitoring ~ Serverless shipper
for cloud
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LOGSTASH

Yo, Filebeat,

slow it down a bit, pls.

BACK-PRESSURE
SENSITIVE PROTOCOL

4 K buddy!

FILEBEAT

READ POINTER

THE ORIGINAL LOG LINES ACT LIKE A QUEUE
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H4. B Filebeat $#h?

Filebeat
configuration

collecting

Kibana

dashboards

visualizing

Ingest node

pipelines

parsing

Machine
learning jobs

anomaly detection

Elasticsearch
mapping

storage schema
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Installation for Filebeat

Click on Kibana logo in the top left of Kibana, and select “Add log

data”

E . Home

d I oH

8§ s 4B G

Ill

Add Data to Kibana

© @

Use these solutions to quickly turn your data into pre-built dashboards and monitoring systems.

APM

APM automatically collects in-
depth performance metrics and
errors from inside your
applications.

Add APM

.

Logging
Ingest logs from popular data
sources and easily visualize in
preconfigured dashboards.

[ Add log data ’
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Select “System logs”
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Home Add data

Logging

Apache logs

Collect and parse
access and error logs
created by the
Apache HTTP server.

Kafka logs

Collect and parse
logs created by
Kafka.

Nginx logs

Collect and parse

Metrics

SIEM

Sample data

Cloudwatch Logs

Collect Cloudwatch logs
with Functionbeat

Logstash logs

Collect and parse
debug and slow logs
created by Logstash
itself.

PostgreSQL logs

Collect and parse

mrrne memed Alaiee lmmn

Elasticsearch logs

Collect and parse
logs created by
Elasticsearch.

MySQL logs

Collect and parse
error and slow logs
created by MySQL.

Redis logs

Collect and parse

mrrne mmel Alacas lama

IIS logs

Collect and parse access
and error logs created by
the IIS HTTP server.

Nats logs

Collect and parse logs
created by Nats.

System logs
Collect and parse logs
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Select your platform
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- Home Add data System logs

System logs

The system Filebeat module collects and parses logs created by the system logging service of
common Unix/Linux based distributions. This module is not available on Windows. Learn more.

’ View exported fields I

Getting Started

° Download and install Filebeat

First time using Filebeat? See the Getting Started Guide.
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Filebeat commands - list modules

« List all of the available modules (enabled/disabled)
- ./filebeat modules list

liuxg-2:filebeat—7.4.2-darwin—x86_64 liuxg$ ./filebeat modules list
Enabled:
system

Enabled nodules
Disabled:
apache
auditd
aws
cef
cisco
coredns
elasticsearch
envoyproxy
googlecloud
haproxy
ibmmg
icinga
iis
iptables
kafka
kibana
logstash

7 @ elastic



Filebeat commands - enable/disable modules

 Enable modules

- ./filebeat modules enable nginx apache

« Disable modules

- ./filebeat modules disable nginx apache

liuxg-2:filebeat-7.4.2-darwin-x86_64 liuxg$ ./filebeat modules enable nginx a
pache

Module nginx is already enabled

Enabled apache

liuxg-2:filebeat-7.4.2-darwin-x86_64 liuxg$ ./filebeat modules disable nginx
apache

Disabled nginx

Disabled apache

7 @ elastic



Filebeat commands - setup and run

« Set up the Kibana dashboards
- ./filebeat setup

* Run Filebeat
- ./filebeat -e
* Run Filebeat for a customized filebeat configuration file
- ./filebeat -e -c myfilebeatconfig.yml
« To view the published transactions, you can start Filebeat with the
publish selector like this
- ./filebeat -e -d "publish"
+ If you want all the debugging output (fair warning, it's quite a lot),
you can use *
- filebeat -e -d "*"

«  Test config and output
- ./filebeat config

- ./filebeat output . _
%@ elastic



How to configure filebeat modules?

« Find the .yml file under the sub-dir modules.d and edit it

liuxg—2:filebeat—-7.4.2—darwin—x86_64 liuxg$ 1s

LICENSE. txt
NOTICE. txt
README . md

fields.yml

filebeat.reference.yml

filebeat.yml
liuxg—2:filebeat-7.4.2-darwin—x86_64 liuxg$ 1ls modules.d

apache.yml.disabled
auditd.yml.disabled
aws.yml.disabled
cef.yml.disabled
cisco.yml.disabled
coredns.yml.disabled
elasticsearch.yml.disabled
envoyproxy.yml.disabled
googlecloud.yml.disabled
haproxy.yml.disabled
ibmmg.yml.disabled
icinga.yml.disabled
iis.yml.disabled
iptables.yml.disabled
kafka.yml.disabled
kibana.yml.disabled

mongodb.yml.disabled
mssqgl.yml.disabled
mysql.yml.disabled
nats.yml.disabled
netflow.yml.disabled
nginx.yml.disabled
osquery.yml.disabled
panw.yml.disabled
postgresql.yml.disabled
rabbitmg.yml.disabled
redis.yml.disabled
santa.yml.disabled
suricata.yml.disabled

system.yml

traeftik.yml.disabled
zeek.yml.disabled

7 @ elastic



Metricbeat
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Metricbeat #
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Select “System metrics”

M

. Home Add data

—
®
) Prometheus
©) metrics
i Fetch metrics from
! a Prometheus
= exporter.
o) ) Uptime
Monitors
€3 Monitor services
for their availabilit
& y
= Zookeeper metrics
= Fetch internal metrics

from a Zookeeper server.
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by RabbitMQ
metrics

Fetch internal
metrics from the
RabbitMQ server.

uWSGI metrics

Fetch internal metrics
from the uUWSGI server.

& Redis metrics

Fetch internal

metrics from Redis.

vSphere metrics

Fetch internal metrics
from vSphere.

o @

System metrics

Collect CPU, memory,
network, and disk
statistics from the host.

2% Windows
metrics

Fetch internal
metrics from
Windows.

q .
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Select your platform

K - Add data System metrics
®
o System metrics
A The system Metricbeat module collects CPU, memory, network, and disk statistics from the host. It
= collects system wide statistics and statistics per process and filesystem. Learn more.
‘ View exported fields ’
&
= Getting Started
g DEB RPM  Windows
e
0 Download and install Metricbeat
=
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From Logs to Dashboards in One Command
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Avoid password definition in metricbeat.ymi

« Leaving your password in metricbeat.yml is risky sometimes since
everybody can see it

FXpack.monitoring.elasticsearcn:

cloud.id
cloud.auth

e Key in the following command in your terminal
./metricbeat keystore create

e |Issue the following command, and paste your password
./metricbeat keystore add CLOUD PWD

e Change your metricbeat.yml to be like following using CLOUD_PWD

cloud.1d: "logs_dev:YXAtbm9ydGhlYXNOLTEuYXdzLmZvdW5kLmlvIGESMGN]YTgwODd1INTRINTMS
ZmFkZDg5MjM20TN1ZmZkJIDgOZmJjYTIINIM4ZDQwY jk50WVINDRjMzh1MDE10GU3"

cloud.auth: "elastic:${CLOUD_PwWD}"

7. @ elastic



Metricbeat commands - list modules

« List all of the modules

- ./metricbeat modules list

localhost:metricbeat—7.4.2-darwin—x86_64 liuxg$ ./metricbeat modules list
Enabled:
system

Disabled:
aerospike
apache

aws

beat
beat—xpack
ceph
cockroachdb
consul
coredns
couchbase
couchdb
docker
dropwizard
elasticsearch
elasticsearch—xpack

7 @ elastic



Metricbeat commands - enable/disable modules

 Enable modules

- ./metricbeat modules enable nginx apache

« Disable modules

- ./metricbeat modules disable nginx apache

localhost:metricbeat-7.4.2-darwin-x86_64 liuxg$ ./metricbeat modules enable
nginx apache

Enabled nginx

Enabled apache

localhost:metricbeat-7.4.2-darwin-x86_64 liuxg$ ./metricbeat modules disabl
e nginx apache

Disabled nginx

Disabled apache

7 @ elastic



32

Metricheat commands - setup and run

« Set up the Kibana dashboards

- ./metricbeat setup
*  Run Metricbeat

- ./metricbeat -e

» Test modules
- ./metricbeat test modules system
- ./metricbeat test config
- ./metricbeat test output

¢ o elastic



How to configure metricbeat modules?

« Find the yml file under the sub-dir modules.d and edit it

localhost:metricbeat-7.4.2-darwin—-x86_64 liuxg$ 1ls

LICENSE. txt fields.yml metricbeat.reference.yml
NOTICE. txt metricbeat.yml

README . md

localhost:metricbeat-7.4.2-darwin-x86_64 liuxg$ ls modules.d
aerospike.yml.disabled kubernetes.yml.disabled
apache.yml.disabled kvm.yml.disabled
aws.yml.disabled logstash—xpack.yml.disabled
beat-xpack.yml.disabled logstash.yml.disabled
beat.yml.disabled memcached.yml.disabled
ceph.yml.disabled mongodb.yml.disabled
cockroachdb.yml.disabled mssqgl.yml.disabled
consul.yml.disabled munin.yml.disabled
coredns.yml.disabled mysql.yml.disabled
couchbase.yml.disabled nats.yml.disabled
couchdb.yml.disabled nginx.yml.disabled
docker.yml.disabled oracle.yml.disabled
dropwizard.yml.disabled php_fpm.yml.disabled
elasticsearch—xpack.yml.disabled postgresql.yml.disabled

7 @ elastic



Thank you!



