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Logstash
The Dataflow Engine
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Ingest All the Things

Logs & Files

Wire Data

Web Apps

Data Stores

Data Streams
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Getting Started with Logstash
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Logstash Reference
https://www.elastic.co/guide/en/logstash/current/index.html
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google_pubsub

elasticsearch

- Input plugins - Filter plugins - Output plugins
azure_event_hubs aggregate boundary
beats alter circonus
cloudwatch bytes cloudwatch
couchdb_changes cidr csv
dead_letter_queue cipher datadog
elasticsearch clone datadog_metrics
exec csv elastic_app_search
file date elasticsearch
ganglia de_dot email
gelf dissect exec
generator dns file
github drop ganglia
google_cloud_storage elapsed gelf

google_bigquery

graphite environment google_cloud_storage
heartbeat extractnumbers google_pubsub
http fingerprint graphite


https://www.elastic.co/guide/en/logstash/current/index.html
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Agenda
Getting Started with Logstash

a Logstash Product Overview
e The Anatomy of Logstash

e Hands On Workshop
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https://github.com/liu-xiao-quo/logstash getting started



https://github.com/liu-xiao-guo/logstash_getting_started

Demo 1§
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e Logstash => Elasticsearch
e Filebeat => Logstash => Elasticsearch
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https://blog.csdn.net/ubuntutouch/category_9335275.html
https://blog.csdn.net/UbuntuTouch/article/details/99655350
https://elasticstack.blog.csdn.net/article/details/105973985
https://elasticstack.blog.csdn.net/article/details/105979677
https://blog.csdn.net/UbuntuTouch/article/details/100770828
https://blog.csdn.net/UbuntuTouch/article/details/100727051
https://blog.csdn.net/UbuntuTouch/article/details/103767088
https://www.elastic.co/cn/webinars/getting-started-logstash

Logstash Download

https://www.elastic.co/downloads/logstash
https://www.elastic.co/support/matrix#matrix jvm

Download LOQStaSh Oracle/OpenJDK  Oracle/OpenJDK  Oracle/OpenJDK  Oracle/OpenJDK  Azul Zing
1.8.0 9 10 1 16.01.9.0+

G Want to upgrade? We'll give you a hand. Migration Guide » ’

Logstash 6.5.x V

Version: 7.5.0
Logstash 6.6.x

Release date: December 03, 2019

License:  Elastic License Logstash 6.7.x

Downloads: + TAR.GZ shaasc = ZIP shaasc Loerieah G
- DEB shaasc + RPM shaasc 9 o
Package Managers: Install with yum Logstash 7.0.x

Install with apt-get

Install with homebrew Logstash 7.1.x

Containers: Run with Docker

L S S L«
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Logstash 7.2.x


https://www.elastic.co/downloads/logstash
https://www.elastic.co/support/matrix#matrix_jvm

Run Logstash from the command line

e Mac, Unix & Linux

bin/logstash [options]

e Windows

bin/logstash.bat [options]
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Pipeline configurations
Input, Filter and Output configurations must be defined

input {

}m

filter {

output {



2 ways of running logstash with configurations

o : Set configurations in command line
bin/logstash -e 'input { stdin { } } output { stdout { } }'

o . If configurations are set in a file (ex. pipeline.conf)

bin/logstash —-f
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Before we start
e Run Elasticsearch and Kibana at local

e Edit config/logstash.yml

o Recommendation - uncomment and set config.reload.automatic tOo true

to avoid restarting logstash every time when we change configurations.

config.reload.automatic : true

e C(Create file, set input and output

input {
tcp |
port => 9900
}
}

output {
stdout { }
}

Lﬁebﬁk



Run logstash

S bin/logstash -f weblog.conf

"pipeline.sources"=>["/Users/elastic/logstash-7.5.0/weblog.conf"],
:thread=>"#<Thread:0xcf50672 run>"}

[2019-12-05T15:47:34,254] [INFO ][logstash.javapipeline ] [main] Pipeline started
{"pipeline.id"=>"main"}

[2019-12-05T15:47:34,265] [INFO ] [logstash.inputs.tcp ] [main] Starting tcp
input listener {:address=>"0.0.0.0:9900", :ssl enable=>"false"}
[2019-12-05T15:47:34,307] [INFO ][logstash.agent ] Pipelines running

{:count=>1, :running pipelines=>[:main], :non running pipelines=>[]}
[2019-12-05T15:47:34,522] [INFO ] [logstash.agent ] Successfully started
Logstash API endpoint {:port=>9600}




Send simple message to logstash

e Send

S echo 'hello logstash'

e Check logstash output console log. You will see sent text in message

field

"@version"
"message"
"host"
"port"

"@timestamp"

}

text to tcp 9900 port use netcat

| nc localhost 9900

"l",
"hello logstash",
"localhost",

14

2019-12-05T06:54:40.7672




Read weblog file and sent to logstash

e Download file : https://ela.st/weblog-sample

e Read first line of file and send logstash

S head -n 1 weblog-sample.log | nc localhost 9900

e Check logstash console.

"@version" => "1",

"message" => "14.49.42.25 - - [12/May/2019:01:24:44 +0000] \"GET
/articles/ppp-over-ssh/ HTTP/1.1\" 200 18586 \"-\" \"Mozilla/5.0 (Windows; U;
Windows NT 6.1; en-US; rv:1.9.2bl) Gecko/20091014 Firefox/3.6bl GTB5\"",

"host" => "localhost",

"port" :> ,
"@timestamp" => 2019-12-05T07:15:33.105%



https://ela.st/weblog-sample
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Set Filter - grok

o field can be parsed with grok filter
e Edit file - add grok filter
filter {
grok {
match => { =>
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Set Filter - geoip

o field contains ip address. This field can be enriched with
geoip filter
e FEdit file - add geoip filter
e This filter must be set after grok
filter {
grok {
=> { => }
)
geoip {

source =>

}
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Set Filter - useragent
S field contains client's OS and device, browser information. This
field can be enriched with useragent filter
e FEdit file - add useragent filter

e This filter must be set after grok

filter {

useragent {
source =>
target =>
}
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Set Filter - mutate : convert

e You might noticed fields format is text. This field can be

converted to number with mutate : convert filter.

e Edit file - add mutate : convert filter.
e This filter must be set after grok

filter {

mutate {
convert => {
=>
}
}
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Set Filter - date
e Logstash stores it's event time in field. But actual log
created time is in field (without @). This field's format is

not ISO8601, so stored as text. We can use date filter to convert this

field to date type.
e Edit file - add date filter.

e This filter must be set after grok

filter {

: date {
match => | , 1
}

Qpebﬁk
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Set Output - elasticsearch
e Current output is stdout. Comment or remove stdout.

e Add elasticsearch output. Set hosts to living Elasticsearch cluster.

output {
# stdout { }
elasticsearch {
hosts => [ ]

%pebﬁk
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Set Output - elasticsearch
e Save weblog.conf file
e Restart Logstash and send
the same weblog to logstash
again.
e Dataisindexed into
elasticsearch.

e Search logstash-* index

GET logstash-*/ search

"max_s

"hits" :

g

core" : 1.0,
L
index" : "logstash-2019.12.24-000001",
type" : "_doc",
id" : "F-dfNW8BKvpf1TTWrjvM",
score" : 1.0,
source" : {
"message" : """14.49.42.25 - - [12/May/2019:01:24:44 +0000] "GET
/articles/ppp-over-ssh/ HTTP/1.1" 200 18586 "-" "Mozilla/5.0

(Windows; U; Windows NT 6.1; en-US; rv:1.9.2b1) Gecko/20091014
Firefox/3.6b1 GTB5"""",
"bytes" : 18586,

"@version” : "1",
"request" : "/articles/ppp-over-ssh/",
"peferpep” ; "mmr_mwnn
"geoip" : {
"location" : {

| "lon" : 126.97409999999999,
| "lat" : 37.5112
})
"timezone" : "Asia/Seoul",
"latitude" : 37.5112,
"country_code2" : "KR",
"country_code3" : "KR",
"longitude" : 126.97409999999999,
"country_name" : "South Korea",
"continent_code" : "AS",
"ip" : "14.49.42.25"
})
"clientip" : "14.49.42.25",
"httpversion" : "1.1",
"agent" : """ "Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9
.2b1) Gecko/20091014 Firefox/3.6b1 GTB5"""",
"response" : "200",
"useragent" : {

@ elastic
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